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ABSTRACT 

 
Software watermarking is technique which proves the authenticity 
of software. Typically it is a defence against software piracy. This 
technique primarily embeds the signature of the owner. Although 
novice users cannot understand where the watermark has been 
embedded, an intelligent user can have a glance at the watermark 
upon few operations. The main perspective of having a software 
watermarking technique is that the watermark always carries the 
identity of the owner of software. If there is security breach one 
can always identify who has produced that software using this 
technique. We can also extend this technique by a concept called 
as ‘fingerprinting’, where one can also identify the violator of the 
security. Of late, Software Watermarking is arguably a strong 
defence against software attacks and an effective tool for software 
protection. But, there have been very few tools which were 
designed based upon this concept; we in this paper demonstrate 
our tool which serves the purpose of Software Watermarking. 
 
Keywords: Software Watermarking, Fingerprinting, Software 
Security, Protection. 

 

1.  INTRODUCTION  
 
Software security is the need of the 

hour. With many issues related to security 
breach and theft of intellectual property 
software security and protection has become 
a core area to ponder upon. The research on 
security mechanisms and tools has started 
one and half decade ago. After a thorough 
literature survey we propose that there are 
four techniques which act as four basic 
pillars of software security defence 
mechanisms. They are Digital Rights 
Management, Code Obfuscation, Software 
Watermarking, Tamper proofing of code. 

The technique of software watermarking is a 
defence against the software watermarking. 
The terms like signature and fingerprint 
information are widely used here. The 
signature is the information of the content 
provider or owner. The fingerprint 
information is the information of the end 
user or client. We use both signature and 
fingerprint information while watermarking 
software. During the analysis of pirated 
software, signature tells who the owner of 
the software is and fingerprint information 
gives the details of end user who had 
violated the copyright laws of the software.  
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To be specific about our 
contribution to this technique, we have 
designed a tool which uses an encryption 
algorithm and obfuscates the whole software 
to further strengthen the technique. The flow 
of the paper is as follows. The next section 
deals with the algorithm that is proposed by 
us which suits our software watermarking 
technique. Then, the detailed design of the 
system has been explained. The results of 
implementing this technique are portrayed 
using screenshots and finally concluding the 
paper by throwing light on the attack modes 
and how this technique helps in withstanding 
such attacks. 
 
2. THE FLOW OF THE PROCESS 
 

The following points describe the 
process of watermarking performed by us. 
This is a high level abstraction definition 
and is supported with the exact screen shots 
in the coming sections. 
 

Algorithm 
Step1: Start 
Step 2: Fetch the program to be Software 
watermarked 
Step 3: Fetch the signature information 
(owner’s signature and end user’s details) 
Step 4: Encrypt the signature information 
Step 5: Embed the encrypted signature file 
into the executable program 
Step 6: Check for the embedded decryption 
code in the program 
Step 7: Generate the serial key which should 
be given to the user 
Step 8: Obfuscate the whole program 
Step 9: Give the user the obfuscated version 
of watermarked code 
Step 10: User can use the software if he 
delivers the exact key 
Step 11: Upon successful execution, Stop. 

This is the flow of the process. The 
algorithm proposed will suit our technique. 
The two important steps which enhance the 
security are step 4 and 8. The process of 
encryption increases the security of the 
watermark manifold times. The encryption 
algorithm used is modified tiny encryption 
algorithm. This is not a mandatory step in 
watermarking the code. Obfuscation 
prevents reverse engineering and makes the 
process of eliminating the watermark 
cumbersome. 
 
3. THE DESIGN OF THE SYSTEM 
 

The following diagram is a 
schematic representation of the Software 
watermarking technique. The decrypting 
code along with the linking code is attached 
with the encrypted byte code of owner 
signature. The linking code is used to link 
both decrypting and other codes to the 
program. This software watermark is 
attached to the supplied program. This step 
gives the watermarked code. 
 
3.1 The components 
 

The system depicted below gives the 
architectural diagram of our technique. The 
watermarking module acts as a broker and 
the architecture follows client server model. 
The components are as described below. 

 
a) The owner end 

The program code and signature are 
actors here. The program code is the code to 
be supplied for watermarking it. The 
signature contains owner’s information and 
client’s information (finger printing 
information). The owner fetches the program 
code from repository and gives the signature 
information to water marking module. 



Y. Vamsee Krishna, 

Journal of Computer and Mathematical Sciences Vol. 

b) The client end 
The client can be different classes of end 
users. These clients will receive the key 
which they have to input for successful 
execution of the program. He will also 
receive his watermarked software.
 
c) Watermarking module 

This is the heart of the system. This 
functions as a broker and communicates 
with the client and owner end. We have used 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Figure: Schematic representation of our Software Watermarking technique

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure: Schematic representation of our Software Watermarking technique
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The client can be different classes of end 
users. These clients will receive the key 

hey have to input for successful 
execution of the program. He will also 
receive his watermarked software. 

This is the heart of the system. This 
functions as a broker and communicates 
with the client and owner end. We have used 

the well know modified version of tiny 
encryption algorithm for encryption and 
decryption. The basic idea of using the 
encryption is to further strengthen the 
watermark; this is an added advantage of our 
technique. Strictly speaking, one need not 
want encryption to precede the 
watermarking technique. The linking code is 
responsible for linking all the sub routines of 
encryption, decryption and other important 
modules. 

 

Figure: Schematic representation of our Software Watermarking technique 
 

Figure: Schematic representation of our Software Watermarking technique 

169) 

11

ell know modified version of tiny 
encryption algorithm for encryption and 
decryption. The basic idea of using the 
encryption is to further strengthen the 
watermark; this is an added advantage of our 
technique. Strictly speaking, one need not 

n to precede the 
watermarking technique. The linking code is 
responsible for linking all the sub routines of 
encryption, decryption and other important 



Y. Vamsee Krishna, 

Journal of Computer and Mathematical Sciences Vol. 

12

4. Results and Discussions 
 

4.1 Screen shot 1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The screen shot above shows the empty 
template of our watermarking software. As 
said earlier it has an option to choose file 
and more importnatly a distinct signature 
 

4.2 Screenshot 2 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The screen shot above informs that a file 
from beans project directory has been 
chosen and fingerprinting information (This 
file belongs to VIT University) is also 
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The screen shot above shows the empty 
template of our watermarking software. As 
said earlier it has an option to choose file 
and more importnatly a distinct signature 

which also contains the details (finger 
printing information)  of the end user can 
also be written every time a software needs 
to be watermarked.  

The screen shot above informs that a file 
from beans project directory has been 
chosen and fingerprinting information (This 
file belongs to VIT University) is also 

inputted. Hence, if there is a violation one 
can identify to whom the pirated version of 
the software belongs to. The Watermark 
button is also pressed and the file has been 

169) 

which also contains the details (finger 
printing information)  of the end user can 
also be written every time a software needs 

inputted. Hence, if there is a violation one 
can identify to whom the pirated version of 

software belongs to. The Watermark 
button is also pressed and the file has been 
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encrypted using TEA. The serial key 
corresponding to each product and end user 
is then generated and owner of the software 
keeps the track of all these keys. These keys 
 

4.3 Screenshot 3 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The above screenshot shows that software 
asks for the serial key upon inputting a 
passkey. When the end user enters the serial 
key given to him by the owner of the 
software he can find the watermark. As said 
earlier, it is not necessary to show the 
4.4 Screenshot 4 
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encrypted using TEA. The serial key 
corresponding to each product and end user 
is then generated and owner of the software 
keeps the track of all these keys. These keys 

can be ditributed to the end user which will 
be usefull to run and execute his software as 
well as check the watermark. 

The above screenshot shows that software 
asks for the serial key upon inputting a 
passkey. When the end user enters the serial 
key given to him by the owner of the 
software he can find the watermark. As said 
earlier, it is not necessary to show the 

watermark every time when the software 
executes, so only the concept of passkey is 
used. The serial key is also used to decrypt 
the whole software which is prviously 
encrypted using TEA.the screen shot 4 
depicts the same. 
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5. CONCLUSION 
 

The paper aim is to demonstrate the 
importance of the software protection. This 
software watermarking technique is a 
countermeasure against software piracy. We 
have designed a tool for software 
watermarking which implements the static 
watermarking technique. The tool is 
successful in inserting the watermark and we 
are thinking of implementing the dynamic 
easteregg watermarking technique as a 
future enhancement. The design of the tool 
is first of its kind and there are quite a few 
numbers of tools in this area. Although the 
tool embeds the watermark, it is highly 
advisable to obfuscate the resultant code. 
This practice helps in increasing the security 
manifold times.  Dealing with the attacks, 
given an ample amount of time and effort 
any security mechanism can be broken. The 
only catch here is if the cost of breaking the 
software open and pirating it is greater than 
the intention, the efforts of the attacker and 
cost of the software itself, then goal of 
software protection is achieved. The 
advantage of this software watermarking 
technique is that even if the software is 
pirated one has a way to find the owner of 
the software and the end user who has 

violated the copyright. So this makes the 
violator apprehensive, as his identity is 
easily backtracked. This reduces the intent 
of the attacker to pirate the software. Hence, 
finally watermarking is not just another tool 
of software protection but a unique 
technique which if implemented on a wide 
range promises a great future.  
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