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ABSTRACT 

 
In past three decades, the world of computation has changed 
from centralized (client-server not web-based) to distributed 
systems and now we are getting back to the virtual centralization 
(Cloud Computing). Location of data and processes makes the 
difference in the realm of computation. On one hand, an 
individual has full control on data and processes in his/her 
computer. On the other hand, we have the cloud computing 
wherein, the service and data maintenance is provided by some 
vendor which leaves the client/customer unaware of where the 
processes are running or where the data is stored. So, logically 
speaking, the client has no control over it. The cloud computing 
uses the internet as the communication media. When we look at 
the security of data in the cloud computing, the vendor has to 
provide some assurance in service level agreements (SLA) to 
convince the customer on security issues. Within the cloud 
computing world, the virtual environment lets the user access 
computing power that exceeds their physical worlds. In order to 
enter this virtual environment it requires the exact location of 
their data nor the other sources of the data collectively stored 
with theirs. 
 
Method: To ensure data confidentiality, integrity and 
availability (CIA), the storage provider must offer capabilities 
that, at a minimum, include 1. A tested encryption schema to 
ensure that the shared storage environment safeguards all data 
transfers. 
 
Keywords: Network security, Confidentiality, Vigenere cipher, 
Clouds, Modern Encryption, Classical Encryption 
 

1.  INTRODUCTION  
 

Cipher is an algorithm for 
encrypting and decrypting a message. In 
non-technical usage, a “cipher” is the same 
thing as a “code”; however, the concepts are 

distinct in cryptography. In the field of 
cryptography there exist several techniques 
for encryption/decryption these techniques 
can be generally classified in to two major 
groups Conventional and Public key 
Cryptography.1 Conventional encryption is 
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marked by its usage of single key for both 
the process of encryption and decryption 
whereas in public key cryptography separate 
keys are used. A classical cipher
cipher that was used historically but now has 
fallen, for the most part, into disuse. In 
general, classical ciphers operate on an 
alphabet of letters (such as "A
implemented by hand or with simple 
mechanical devices.  In this paper we 
have focused on the well known classical 
techniques the aim was to induce some 
strength to these classical encryptions for 
that purpose we blended classical encryption 
with the structure of modern techniques like 
S-DES our proposed method showed that it 
is better in terms of providing perplexity to 
any given text. We can use this algorithm in 
order to encrypt the data of the user in the 
clouds. Since the user has no control over 
the data after his session is logged out, the 
encryption key acts as the primary 
authentication for the user.1 

 
 

 

 

Fig1: Depicting some of the techniques of Classical 
and Modern. 

 

In next sections we will discuss 
some of the conventional methodologies 
after which we will come to our proposed 
technique and finally we will compare our 
proposal with some standard conventional 
encryption models and display the results.
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implemented by hand or with simple 
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strength to these classical encryptions for 
that purpose we blended classical encryption 
with the structure of modern techniques like 
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the data after his session is logged out, the 
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Depicting some of the techniques of Classical 
 

In next sections we will discuss 
some of the conventional methodologies 
after which we will come to our proposed 

finally we will compare our 
proposal with some standard conventional 
encryption models and display the results.1  

2. CLASSICAL ENCRYPTION
 

Several encryption algorithms are 
available and used in information security
6. There are several algorithms tha
categorized as classical but out of many in 
this section we will be shedding some light 
on 3 such techniques: 
 
i) Caesar Cipher: 
ii) Vigenere Cipher 
iii) Playfair Cipher 
 
2.1 Caesar Cipher: It is a classical 
substitution cipher and one of the simp
example of substitution cipher
replaces the letter of alphabet with a letter 
that is 3 paces ahead of it1, for example 
“ZULU” will be converted in to “CXOX” as 
one can see that such a cipher may be 
difficult to break if you are trying to solve
on paper and have no clue of the key, but it 
has no standing these days in the age of 
computers and technology and through brute 
force attack it can be easily broken because 
in the end there are only 25 possible options 
of key available. 
 
2.2 Vigenere Cipher: This cipher when 
compared with Caesar gives some level of 
security with the introduction of a keyword; 
this key word is repeated to cover the length 
of the plain text that is to be encrypted 
example is shown below: 
 

KEY: f a u z a n f a u z a n 
P.T: c r y p t o g r a p h y 
Cipher: H R S O T B L R U O H L
 
As we can see from above example that 
“fauzan” is our keyword and plain text is 
“cryptography” which was encrypted in to 
“HRSOTBLRUOHL” this was done using 

) 
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Vigenere table which contains alphabets in 
form of rows and columns left most column 
indicates keywords and top most row 
indicates plaintext and at the junction of two 
alphabetic letters resides our replacement 
and after individually transforming every 
letter we get an encrypted message. 
 
2.3 Playfair Cipher: Another example of 
classical cipher is Playfair cipher that has a 
square of matrix of 5X5 alphabetic letters 
arranged in an appropriate manner2. We can 
select a key and place it in the matrix the 
remaining letters of English alphabet are 
then one by one placed in the matrix of 
Playfair cipher, the plain text is broken in to 
pairs and if a pair has same alphabet then 
they are separated by introducing a filler 
letter like ‘x’, otherwise if the pair are 
different alphabetic letters and reside in the 
same row of matrix then each letter is 
replaced by the letter ahead of it. If the pair 
of letters are in same column of matrix then 
each letter is replaced by the letter below it, 
and when the pair of letters are neither in 
same column nor in same row then are they 
replaced by the letter in their row that 
resides at the intersection of paired letters. 
 
3.  MODERN TECHNIQUES 
 

Several modern encryption 
techniques exist but here in this paper we 
will focus on two variants of Data 
Encryption Standard one is DES other is S-
DES.  
 
3.1 S-DES: simplified DES has a process of 
key generation instead of using key as it is 
for encryption and decryption the key 
generation process of S-DES generates 2 sub 
keys after processing the initial 10 bit input, 
it has 8 bit plaintext input the two sub keys 

are generated at both transmission and 
receiving ends the two keys are applied to 2 
complex functions respectively, with the 
inclusion of initial permutation, expansion 
permutations expansions and s-boxes the 
security is substantial when compared with 
the classical techniques, S-DES gave some 
structure and formation to encryption 
techniques with step to step procedures for 
both encryption and decryption. 
 

3.2 DES: DES enhances the structure of S-
DES by increasing the key size from 10-bits 
to 64-bits out of which its affective length is 
56-bits3. 16 rounds are introduced with each 
round containing XOR, substitutions and 
permutations for 16 rounds 16 keys are 
generated each of 48-bits which strengthens 
the security of this algorithm further. In 
terms of processing DES is 3times faster 
than 3DES7. DES takes plain text in 64- bits 
of block these 64-bits are divided in two 32-
bits each the right half of 32-bits goes 
through the expansion block which increases 
the bit count from 32 to 48-bits by reusing 
some bits after expansion block comes XOR 
operation with the sub-key which is also of 
48-bits result of this operation is again of 48-
bits these 48-bits now goes in to 8 S-boxes 
the 48-bits are divided in to 8 parts of 6-bits 
each going in to S-box1 to S-box8 , the 
overall result of S-box substitution is 
reduced from 48 to 32-bits which is then 
XOR with the left half of the initial plain 
text block to give a 32-bit result which is 
placed on right and the initial right half of 
the block is placed at left to get the 64-bit 
output of 1st round similarly this output of 
1st round becomes input of the 2nd round 
and same procedure is pursued till the 16th 
round, after 16th round there is a 32-bit 
swap and finally the bits are placed in 
inverse permutation table to get the 
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encrypted message reverse method is 
applied to yield the result. 
 
4. PROPOSED TECHNIQUE 

 

Our proposed technique emphasizes 
on improving classical encryption 
techniques by integrating modern cipher 
with  classical methods in our proposed idea 
we blended Playfair and Vigenere cipher 
with the structural aspects of DES and 
SDES, our methods to some extent deals 
with some of the drawbacks of classical 
techniques that includes usage of key as it is 
without inducing any confusion in the 
primary key we changed that by generating 
two sub-keys from the primary key, 
similarly the key size of proposed concept 
varies from 4character or 32bits to onwards 

it can be 64-bits ,128-bits and so on whereas 
on the other hand we have example of SDES 
and DES that have a fixed key structure. The 
variation in key introduces the aspect of 
uncertainty which is a positive aspect when 
it comes to encryption, the plaintext is taken 
in 64-bit block size which is fixed, in our 
amended technique we introduced a “Black 
Box” in which the 64-bit plaintext is divided 
in to two halves, left half has 6bits whereas 
right half has 2-bits these 6-bits are fed in to 
“special function” block where further these 
6-bits are divided in to two halves first two 
bits represent the row whereas last four bits 
represent column by identifying rows and 
column we can select the corresponding 
values from table 1 shown below.10 

 
 

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0 55 58 57 61 51 59 56 48 54 62 52 60 44 53 57 50 

1 39 42 37 36 41 46 45 44 47 34 33 38 43 35 32 40 

2 23 22 21 24 31 30 27 16 19 20 29 28 18 26 25 17 

3 7 10 5 4 9 14 13 12 15 2 1 6 11 3 0 8 

 

Table 1: S-Box 
The above described function is 

applied to all 8 octets of the output of 
vigenere block the resultant of black box is 
again of 64-bits it is further processed by 
taking first 4bits from every octant and 
constructing four new octants similarly right 
4bits are united to formulate right halves of 
this new arrangement finally left and right 
halves are XOR-ed to obtain the left half of 
this Arrangement this process is repeated 3 
times, the proposed amendments are 
depicted in the fig 3. It has N cycles (N=3).  

The Shuffle function is depicted in 
the figure below. 

 
 

 a0 a1 a2 a3 a4 a5 a6 a7 

+ a7 a6 a5 a4 a3 a2 a1 a0 

= b0 b1 b2 b3 b4 b5 b6 b7 

 

 
Fig 2: Shuffle function 
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Fig 3: Depicting the structure of proposed technique
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5.  AVALANCHE EFFECT 
 

Avalanche effect is the phenomenon 
that describes the effect in the output cipher 
text if a single or few bits are changed in the 
plain text. This change that occurs at the 
output should be sufficient if we want to 
create a secure algorithm, here in this section 
we will shed light on avalanche effect of our 
proposed technique by taking an example 
and finally in the next section comparison 
will be made with other techniques on the 
basis of avalanche effect. 
 
6. COMPARISON 
 

In this section we will make 
comparison between playfair, Vigenere 
SDES, DES and our proposed concept on 
the basis of avalanche effect. We used same 
key and plaintext for our testing. 
 
6.1 SDES: 

As SDES takes 8bit data and 10bit 
key we will divide our text in to bits we took 
S’s 8 bits and 2 bits of R to constitute our 
key in DISASTER and DISCSTER the only 
difference is in the letter A and C so we 
made the calculations of these two letters 
rest will be the same. 
0101001101 key F and 2 bits of A 
A (01000001) of “DISASTER” 
Result: 01110011 
Now change in plaintext from DISASTER to  
 

DISCSTER 
C (01000011) 
Result: 11001110 
5 bit difference was noted when one 
character was changed from “A” to “C”. 
 
6.2 DES: 
Key: SRIRVAMS 

010100110101001001001001010100100101
0110010000010100110101010011 
Plaintext: DISASTER 
010001000100100101010011010000010101
0011010101000100010101010010 
Cipher: DISASTER 
010101111010010100000100110110111011
0001010111011001110000101011 
Cipher: DISCSTER 
111110110101010001001001001011111110
1110100001101001110101110111 
Avalanche effect 
When we encrypted our message using DES 
and changed the same character “A” to “C” 
the change or avalanche effect we got was 
spread over 35 bits which is quite significant 
if we compare it with SDES. 
 
6.3 Playfair: 
We placed the same key and plaintext in 
playfair algorithm and calculated the 
avalanche effect 
KEY: SRIRVAMS 
PLAINTEXT: DISASTER 
CIPHER: CVRSANBA 
 

CHANGE PLAINTEXT: DISCSTER 
CIPHER: CVMIANBA 
We compared the two ciphers in bits to 
calculate the difference and found out that 
there was a change in 8-bits. 
 

6.4 Vigenere: 
Same data set of key and plaintext were used 
for vigenere and results were taken. 
 

KEY: SRIRVAMS 
PLAINTEXT: DISASTER 
CIPHER: UMZJVNNS 
 

CHANGE PLAINTEXT: DISCSTER 
CIPHER: UMUZVNNS 
 

We compared the two cipher texts in 
bits and found the difference to be 5-bits. 
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6.5 Our proposed technique: 
Our technique which is an amalgamation of 
both classical and modern techniques was 
also put through the same test 
 

KEY: SRIRVAMS 
010100110101001001001001010100100101
0110010000010100110101010011 
 

PLAINTEXT: DISASTER 
010001000100100101010011010000010101
0011010101000100010101010010 
 
CIPHER: 
 

000100000010000100010010011001111111
0011101100111000110111101010 
 

Now we will keep the key same and will 
introduce 1 character change in plaintext our 
plaintext will become “DISCSTER” 
 

KEY: SRIRVAMS 
 

PLAINTEXT: DISCSTER 
 

CIPHER: 
010000010101111011100101011010100010
1101100011010000101101011011 
 

AVALANCHE EFFECT 
Original plaintext’s (DISASTER) cipher  
output 
000100000010000100010010011001111111
0011101100111000110111101010 
 
Change in one character 
010000010101111011100101011010100010
1101100011010000101101011011 
 

As it can be seen from the above 
results that there is 38 - bit difference in the 
cipher of DISASTER and DISCSTER this 
means that 59.375% bits were changed when 
we changed a single character of our plain 
text. 

7. SYMMETRIC KEY   ALGORITHM 
 

Symmetric key encryption uses 
same key, called secret key, for both 
encryption and decryption. Users 
exchanging data keep this key to themselves. 
Message encrypted with a secret key can be 
decrypted only with the same secret key.1  

The algorithm used for symmetric 
key encryption is called secret-key 
algorithm. Since secret-key algorithms are 
mostly used for encrypting the content of the 
message they are also called content-
encryption algorithms.  

The major vulnerability of secret-
key algorithm is the need for sharing the 
secret-key. One way of solving this is by 
deriving the same secret key at both ends 
from a user supplied text string (password) 
and the algorithm used for this is called 
password-based encryption algorithm. 
Another solution is to securely send the 
secret-key from one end to other end. This is 
done using another class of encryption called 
asymmetric algorithm, which is discussed 
later1.  

Strength of the symmetric key 
encryption depends on the size of the key 
used. For the same algorithm, encrypting 
using longer key is tougher to break than the 
one done using smaller key. Strength of the 
key is not liner with the length of the key but 
doubles with each additional bit.  

The above mentioned encryption 
algorithm technique will be used for 
encryption of data that has to be transferred 
from one computer to another in a cloud 
computing environment.  
 
8. RESULTS 
 

After comparison the results that 
were obtained can be well represented in 
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form of table that describes the avalanche 
effect in the above discussed algorithms. 
 

ENCRYPTION 
TECHNIQUE 

AVALANCHE 
EFFECT 

% 
 

DES  35 bits 54.6 
SDES 5 bits 7.8 
PLAYFAIR 8 bits 12.5 
VIGENERE 5 bits 7.8 
PROPOSED IDEA 38 bits 59.4 
Table 2: Indicating effect of Avalanche in various 

Algorithms 
 

 
Fig 4: Comparison of Different Algorithms 

 
Above results clearly shows the 

superiority of our proposed technique when 
compared with playfair, vigenere and SDES 
in terms of avalanche effect. 

So this encryption will prove out to 
be efficient in its task of maintaining data 
security in a cloud computing environment 
by satisfying the Confidentiality principle in 
CIA rules. 
 

9. CONCLUSION 
 

From all the test and experiments 
that we conducted the outcome was in the 
favor of our proposed technique, this study 
showed that in terms of avalanche effect the 

worst technique is Vigenere that gives a 
difference of 5 bits when a character was 
changed similarly we saw playfair giving 
better results than Vigenere by giving a 
difference of 8 bits DES that uses 16 rounds 
gave 35 bit difference when a single 
character was changed and for the same 
sample our proposed technique gave an 
avalanche effect of 38 bits hence it was 
proved here that our proposed technique was 
superior to the ones mentioned and 
compared in this paper. 

And this method will also prove out 
to be successful in applying data security in 
a cloud computing environment thus 
maintaining the Confidentiality principle in 
CIA rules. 
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