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ABSTRACT 
 

Unstructured data can be textual or non-textual. Textual 
unstructured data are generated in media like email messages, 
power point presentation, word document, text files. Non-textual 
unstructured data are generated in media like JPEG images, 
MP3audio files and flash video files. Unstructured data is a 
generic label for describing any corporate information that is not 
in a data base. Privacy preservation data mining (PPDM) 
algorithm has been developed by the research community working 
for security and knowledge discovery. Data mining often requires 
huge amounts of resources in storage space and computation time 
to make systems scalable, it is important to develop mechanism 
that distributed the work load among several sites in a flexible 
way. Distributed computing plays an important role in the data 
mining process. This paper provides a wide survey of privacy 
preservation in distributed data mining algorithms brings out their 
merits and demerits and also discussed the management of 
unstructured data environment in data mining paradigm. 
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1.  INTRODUCTION  
 

Data mining and knowledge 
discovery in data base are two new research 
areas that investigate the automatic 
extraction of previously unknown patterns 

from large amount of data. In most of the 
cases text document is unstructured data. 
Unstructured data cannot be used directly for 
privacy preservation in distributed 
environment, so several methods can be 
used to convert the unstructured data into 
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structured data. Distributed data mining 
(DDM) is a branch of the data mining that 
offers a frame work to mine distributed data 
by giving more attention to the distributed 
data and computing resources. In the DDM 
literature, the major assumptions are how the 
data to be distributed across the sites 
homogeneously and heterogeneously. In 
both the cases the data table is single global 
table. In the homogeneous case, the global 
table is horizontally partitioned. The tables 
at each site are subsets of the global table; 
they have exactly the same attributes. In the 
heterogeneous case the table is vertically 
partitioned, each site contains a collection of 
columns (sites do not have the same 
attributes). 

 
2. REVIEW OF LITERATURE 
 
2.1 Unstructured Data Environment 
 
  L.L Miller and Vansant Honavar5 
have designed a system to facilitate the 
interaction of structured and unstructured 
data. In the above paper, the main features of 
the view mechanism, especially as they have 
related the textual documents. This paper 
also looks at how the views approach allows 
the interaction between the data taken from 
structured (example: Relational) semi 
structured (object oriented) and unstructured 
(example: Text) data source. Here it is 
observed that, extensible view system that 
support integration of both data from 
heterogeneous structured and unstructured 
data sources in either the multi database or 
data ware house environment. The main 
contribution of this article is the extension of 
the view system and the development of an 
object oriented warehouse based on the view 

system for applying data mining to 
unstructured data. First Approach makes use 
of a global schema; it typically makes use of 
common data model and a global languages. 
Second Approach is multi database language 
approach common language to define how 
the data sources are integrated, transferred 
and presented. Third Approach is the local 
site works closely with a set of inter-related 
sites to setup the partial global schema. 
 
2.2 Structured Approach to Manage  
      Unstructured Data 
 

AnHai Doan, Jeffrey F. Naughton, 
et. al.1  deal with unstructured data, which is 
under text documents, WebPages, e-mails, 
etc. Google, yahoo, Microsoft and myriad 
startups these companies are making 
enormous amount of money with the basic 
functionality of serving up data in response 
to user queries. The structure management 
should be the structure that is currently 
hidden within unstructured data. Data 
management model should be designed to 
allow human intervention at key points of 
the end-to-end Data management process. 
This system exhibits automatically “unstruc-
tured” means “unstructured documents” and 
extracting the structured data to build the 
queries. End-to-end systems to be managed 
unstructured data. One must develop a clear 
model of how the data is generated, explored 
and develop an end-to-end data management 
system. Managing unstructured data, text 
level and try to improve upon keyword 
search without changing the basic 
underlying approach. Wikipedia focuses on 
uncovering and exploiting the structure 
“hidden” in unstructured data. 
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2.2.1 DGE Model   
 

To manage unstructured data 
effectively, a clear data generation and 
exploitation model (DGE model) is used. A 
DGE model explains the interaction between 
the data, the system and the user and also it 
explains how the data is generated. This 
system shows the information regarding the 
user, their needs, how its related and how all 
the above are interact with the system to 
satisfy these needs. 
 

2.2.2 DGE Model for Unstructured Data 
 

  Many applications involving 
unstructured data want to engage ordinary 
users actively in both the data generation 
and exploitation steps (example: Web2.0). 
Data Generation Proposed to generate new 
data by extracting structured data from 
unstructured data where in its simplest form 
this structure data is attributing value pairs, 
automatic information extraction(IE) and 
information integration (II). Data Exploitation 
by ordinary users to be able to exploit 
derived structured data.DGE model for 
unstructured data should use a combination 
of IE and HI (human intervention) to 
generate structured data from the originally 
unstructured data. The model should allow a 
broad range of data exploitation modes 
(Example: keyword search, structured 
querying, browsing, visualization, moni-
toring). It is to develop data models and 
management principles that are appropriate 
for the unstructured data context. DGE 
model is to use it to predict future trends. 
 

2.3 Managing Unstructured Data with  
      Structured Legacy Systems 
 

David A. Maluf and Peter B. Tran4. 
Worked in NETMARK system designed and 

developed a data management and 
integration system. NET MARK that 
achieves data integration across multiple 
structured and unstructured data source in a 
highly scalable and cost efficient manner. 
Querying and integration of originally 
unstructured data such as various formatted 
report in micro soft word, Adobe portable 
Document Format(PDF), Excel Spread 
sheets and power point presentations, is a 
key focus, given that the bulk of enterprise 
data is indeed unstructured.“Context-
Sensitive” query and search. Example: Word 
Document, Power-point has heading and sub 
heading, section and sub-sections such as 
(“abstract”, project summery, back round 
etc.) are context. The actual document 
context becomes the text, graphics or other 
material within the document fragment that 
is then referred to as content. The context 
and content oriented manner in which all 
data is modified leads to a very efficient 
mechanism for storing the data coupled with 
efficient retrieval. Unstructured data is 
provided to NETMARK by placing the data 
in a NETMARK folder. NET MARK then 
automatically structures the data and 
converts it to XML. (context and content). 
Each document gets marked up as context 
and content blocks of XML fragments. Each 
block is then represented as a node in 
hierarchical document tree-like data 
structure. The nodes are stored in a relational 
table called “XML”. The information or 
Meta data about the document is also stored 
and maintained second table called “Doc” 
(Schema-Less). Managing unstructured data 
with structured legacy system is efficient of 
our framework because Meta data 
maintenance separate the table so one can 
apply this one as a privacy preservation. 
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2.4 Distributed data mining 
 

Yongjian Fu et al.7 have been 
focusing on centralized data mining, where a 
centralized data set is stored at a single site. 
Although a lot of progress has been made 
towards mining centralized data sets, the 
techniques are inefficient or incapable to 
deal with distributed data sets. The 
following reasons have made distributed 
data mining as interesting paradigm. 
 
2.4.1 Distributed data 
 

In some applications, data are 
inherently distributed, but it is necessary to 
gain global insights from the distributed data 
sets. For example, each site of multinational 
company manages its own operational data 
locally, but the data must be analyzed for 
global patterns to allow company-wide 
activities such as planning, marketing, and 
sales. The straightforward solution is to 
transfer all data to a central site, where data 
mining is done. However, even if one can 
find a central site with enough capacity to 
handle the data storage and data mining, it 
may be too long or too expensive to transfer 
the local data sets because of their sizes. 
Sometimes, the local data sets cannot be 
transferred because of security or autonomy 
of the data sets. 

 
2.4.2 Performance and scalability 
  

Besides dealing with distributed 
data, distributed data mining may be useful 
where data is stored at a single site. One 
scenario is that the data set is so large that it 
beyond the data mining capability of the site. 
In such a case, the site may send part of the 
data set to other sites. The involved sites 

perform data mining and the results are then 
combined. Even if the site is capable of 
mining the data set, it may be worthwhile to 
send part or all of the data set to other sites. 
Each site may take a slide of the data set and 
mine it (data distribution), or each site may 
perform a part of mining task (task 
distribution) on a replicated data set. Either 
way, the results from all sites are combined. 
This will be much faster than centralized 
data mining since the work load is 
distributed among the sites. The above 
discussion has demonstrated that distributed 
data mining techniques are scalable. A data 
mining technique is scalable when its 
performance does not degrade much with the 
increase of data set size. In a distributed data 
mining system, the number of sites involved 
in a task can grow or shrink with the data set 
size. The overall performance of such a 
system remains steady. Not only distributed 
data mining is a desirable approach in many 
cases, it is feasible with the advances in 
computer network, especially the growth of 
internet and intranets. Compared with usual 
data mining, the techniques in distributed 
data mining are more complex. Careful 
design is required for a distributed data 
mining task. 
 
2.4.3 Challenges of Distributed Data Mining 
 

The data to be mined is stored in 
distributed computing environments on 
heterogeneous platforms. Both for technical 
and for organizational reasons it is 
impossible to bring all the data to a 
centralized place. Consequently, 
development of algorithms, tools, and 
services is required that facilitate the mining 
of distributed data. In future more and more 
data mining operations and algorithms will 
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be available on the grid. To facilitate 
seamless integration of these resources into 
distributed data mining systems for complex 
problem solving, novel algorithms, tools, 
grid services and other IT infrastructure need 
to be developed. Development of algorithms 
for mining large, massive and high-
dimensional data sets (out-of-memory, 
parallel, and distributed algorithms) is 
needed. Increasingly complex data sources, 
structures, and types (like natural language 
text, images, time series, multi-relational and 
object data types etc.) are emerging. Grid-
enabled mining of such data will require the 
development of new methodologies, 
algorithms, tools, and grid services. 
Automated data mining in distributed 
environments raises serious issues in terms 
of data privacy, security, and governance. 
Grid-based data mining technology will 
need to address these issues. Ultimately a 
system must hide technological complexity 
from the user, to facilitate this, new 
software, tools, and infrastructure 
development is needed in the areas of grid-
supported work flow management, resource 
identification, allocation, and scheduling, 
and user interfaces. 

 
2.5  Privacy Preserving Distributed Data  
       Mining 

 
Chris Clifton2 have dealt with the 

identification of address the problem 
association rule discovery, where data is 
vertically partitioned, and privacy means 
preventing others from learning the value of 
private attribute values for each entity. 
Privacy of source is the main objective of 
this paper. To perform local operations on 
each site that produce intermediate data that 

can be used to obtain the result, without 
revealing the private information at each 
site. In this techniques that provably protect 
such information. In other cases, the nothing 
of “sensitive” may not be known in advance. 
This would had to human vetting of the 
intermediate result before sharing, requiring 
the individual site result is compact, human- 
understandable and complete).Values for a 
single entity may be split across sources. 
Data mining at individual sites will be 
unable to detect cross-site correlations. The 
same item may be duplicated at different 
sites, and will be over weighted in the 
results. Data at a single site is likely to be 
form a homogeneous population. Important 
geographic or demographic distinctions 
between that population and others cannot 
be seen on a single site. The limitations are 
Heterogeneity of source: It easier to combine 
results than combine sources and 
Connectivity: Transmitting large quantities 
of data to a central site may be infeasible. 
Another method for adding cost related to 
the support of the rule rather than size of the 
database, adding random values to what 
transmitted, giving in shard equating in more 
than N unknowns we are able to recover the 
desired results from the equations. However, 
since there are multiple solutions to the 
equations, recovering of the original N 
unknown data item is prevented. Issue to be 
resolved is the complexity of algorithm. The 
distributed computing we measure the 
number of messages, size of data transmitted 
and number of communication rounds 
required by an algorithm. In database and 
data mining, complexity is generally through 
of in terms of the number of data item 
accessed, and the memory size required.  It 
evaluates both set of cost metrics. 
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2.6 Privacy Preserving Distributed Data  
      Mining Tools 
 

Chris Clifton et. al.3 presented some 
components of Privacy Preserving 
distributed data mining tool kit, and shows 
how they can be used to solve several 
privacy-preserving data mining problems. 
This paper reported early steps toward 
building a toolkit several privacy-preserving 
computations.  

 
2.6.1 Secure Multiparty Computation 
 

Secure multiparty computation is 
that a computation is secure if at the end of 
the computation, no one knows anything 
except its own input and the results. One 
way to view this is imagine a trusted third 
party –everyone gives their input to the 
trusted party, who performs the 
computations and sends the result to 
participants. Now imagine that it can 
achieve the same result without having a 
trusted party. A party with just its own input 
and the result can generate a “predicted” 
intermediate computing is as likely as the 
actual values.A set of parties with private 
inputs wish to compute some joint function 
of their inputs. Parties wish to preserve some 
security properties.  
Four efficient methods for Privacy 
Preserving Computations 
 

� Secure Sum: Distributed Data mining 
algorithms frequently calculate the sum 
of values from individual sites. 
� Secure Set Union : Secure union method 

are useful in data mining where each 
party needs to give rule frequent item sets 
etc., The union of item can be evaluated 
using SMC methods. 

� Secure Size of Set Intersection: 
Consider several parties having their own 
sets of items from a common domain. 
� Scalar Product: Scalar product is a 

powerful component technique, many 
data mining problem have been 
essentially is to be reduced computing the 
scalar product. 

 
2.6.2 Association Rules in Horizontally  
         Partitioned Data and Vertically  
         Partitioned Data 
 
    In horizontally partitioned database, 
the transactions are distributed among N 
sites the global support count of an item set 
is the sum of all the local support counts. 
Mining private association rules from 
vertically partitioned data, where the item 
are partitioned and each item set is split 
between sites can be done by extending the 
existing APRIORI algorithm. 
 
2.7 Cluster Based Text Mining 
 

Shobha S. Raskar et. al.,6 presented 
the text mining, which is a powerful tool to 
find useful and needed information from 
huge dataset. For context based text mining, 
key phrases are used. Key phrases provide 
brief summary about the content of 
documents. In document clustering, number 
of total cluster is not known in advance. In 
K-means, if pre-specified number of clusters 
modified, the precision of each result is also 
modified. Therefore KEA (Key Phrase 
Extraction Algorithm) is automatically 
extracting key phrases from text is used. 
Number of similar objects collected or 
grouped together. The basic member of k-
mean type algorithm family includes k-
means, k-modes and k-prototypes. K-Means, 
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K-Modes and K-prototype algorithms are 
used in value data, attribute data and mixed 
data of value and attribute correspondingly. 
The K-means type algorithm has such 
advantages as high speed, easy realization 
and so on. It is suitable for those kinds of 
data clustering analysis as in text, picture 
characteristic and so on. KEA-mean cluster 
tries to save the main drawback of K-mean 
that number of total clusters is pre-specified 
in advance. KEA-means clustering 
algorithm provides efficient ways for 
extracting test document from large quantity 
of resources. As K-means algorithm uses 
cosine measure or Euclidean distance 
measure to calculate feature values and 
KEA-mean algorithm uses these two 
measures simultaneously. KEA extracts 
fewer key phrases from documents. Key 
phrase extraction is powerful tool for text 
summarization and similarity analysis. 

 
3. CONCLUSIONS 
 

This paper presents detailed survey 
on the existing most significant and 
commonly used methodologies and privacy 
preservation in distributed data mining for 
unstructured data environment. During the 
survey the unstructured data are converted 
into structured data for which is to be used 
NETMARK system. Here also discussed 
cluster based text mining for using KEA is 
algorithm for automatically extracting key 
phrases from text. This kind of survey 
method enables the user to manage and 
preserve the unstructured data from the 
unauthorized user in the distributed 
environment.  
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