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ABSTRACT 
 

In various circumstances, every solution that is provided by many 
research contributors has counter solutions. This counter solution 
might be applicable either for meritorious utilisation or for 
unwanted utilisation. In accordance with, phishing is a significant 
problem involving fraudulent E-mail and web sites that trick 
unsuspecting users into revealing private information. In this 
paper, we studied the various phishing processes and proposed a 
framework model to detect the phishing web sites by providing 
trust agent mechanism with tree structured and pattern matching 
algorithms, the same thing is attached with web site server to show 
its originalities and when ever hit occurs to the unusual site, then 
agent will moves along with preliminary file, Which  will execute 
in the browser and agent will take care of maintaining the original 
information in client environment in a hidden manner so that when 
any duplicate sites are reached to the same client further access of 
the similar site would be restricted when it will detected by using 
above said mechanism.        
 

Keywords-- Phishing, Anti-phishing, Trusted Mobile Agent, 
Toolbars, Stake holders 
 

1. INTRODUCTION  
 
Phishing is defined as a form of 

social engineering in which an attacker 
attempts to fraudulently  retrieve  legitimate  

users’ confidential and sensitive credentials 

by mimicking electronic communications 

from a trustworthy or public organization in  

an automated fashion9. 
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Aim of phishing commitment and trust 
 
• The aim of phishing is to steal sensitive 

information such as online banking 
passwords and credit card information 
from internet users. Phishing attacks use 
a combination of social engineering and 
technical spoofing techniques that 
persuade users into giving away 
sensitive information that the attacker, 
then uses to make financial profit13. 

• Phishing has a significant negative 
influence on companies’ reputation and 
market value regardless of company 
size3. 

 
 For online businesses such as online 
banking, where the customers cannot verify 
the quality of products or services in 
advance, establishing and maintaining trust 
key10. Phishing erodes companies’ 
trustworthiness and reputation and is 
therefore a major threat to online business. 
Lack of trust discourages users from 
engaging in online transactions11, so better 
countermeasures against phishing are 
essential 
 

Ways of committing phishing 
 

 Phishing attacks can be categorized 
into malware, phishing e-mail, bogus web 
sites, and identity theft2. Malware, such as 
viruses and Trojans, represents a technical 
means of phishing. It is used to steal 
victims’ confidential information surrepti-
tiously.  Phishing e-mails and bogus Web 
sites are social engineering means of 
phishing. Phishing e-mails are send to a 
massive amount of receivers. Phishers 
pretend to be a trustable third party and ask 
the recipients for confidential information 

such as online banking credentials. Bogus 
Web sites are sites that mimic legitimate 
sites. The victims are invited to log on to the 
bogus site by giving away confidential 
information for verification. After the 
phishers have obtained victim’s confidential 
information, such as credentials for online 
banking, they commit identity theft by 
impersonating the victim at the actual Web 
site of the bank they mimic. 

Phishing scams have also evolved, 
sometimes at a faster pace than counter 
measures. Phishers launch attacks on 
specific groups (e.g. users of social 
networking sites) through multiple channels 
(e.g. phone, instant messaging), and 
phishing toolkits and compromised 
credentials are readily available for sale at 
low prices on Internet black markets8. 
Sophisticated phishing schemes such as 
man-in-the-middle attacks and malware are 
becoming more frequent12. 
 

Statistical Highlights 
 
 According to Anti-Phishing working 
group1, the phishing problem has grown 
significantly over the last few years. The 
number of unique phishing websites 
detected by APWG (Anti Phishing Working 
Group) was 20,305 in 2008, a decrease of 
over 5,000 from the month of December 
2007.  

In 2008, HTTP port-80 continuous 
to be the most popular used of all phishing 
sites reported. 
      Port-80   99.48% 
      Port-443     .20%  
 

Financial services continue to be the 
most targeted sector during 2008   according 
to the reports. 
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     Financial service   92.9% 
                    Retail     1.4% 
                    LSPS      1.4% 

In 2008, United States remained the 
top country hosting sites due to a majority of 
attacks being targeted toward United States 
based companies. 
 United States    -   38.23%       
 Russia    -   10.58%        
 France     -    6.35% 
 Germany  -     4.71% 
 UK          -     4.49% 
 India         -     1%          
 In this paper, we studied the 
different phishing attack complications and 
presented a Trusted Mobile Agent-
mechanism for anti phishing in detecting the 
phishing web sites. This model examines the 
web pages to determine phishing attack. In 
section-5, we reviewed related work. We 
described the proposed approach in detail in 
section 6. Section 7 involves the discussion 
of results. Section 8 concludes the paper 
 
2. PHISHING ATTACK ON DIFFERENT  
    STAKEHOLDERS 
 
 Phishing involves many 
stakeholders, including consumers, financial 
institutions, online merchants, Internet 
Service Providers (ISPs), mail client and 
web browser vendors and law enforcement. 

Stakeholders are classified into the 
following categories: primary victims, 
infrastructure providers, for-profit 
protectors, and public protectors. Table 1 
describes these stakeholders and their roles. 
 

Primary victims 
 
 In most cases, consumers, 
organizations, financial institutions, and 

merchants are direct targets of phishing 
attacks. Each of them is negatively affected 
by phishing in a different way. For example, 
consumers who fall for phishing can 
potentially become victims of identity theft: 
they not only suffer monetary loss, but also 
psychological costs (e.g. fear, anxiety). 
Organizations such as the military and 
corporations worry that phishing may lead to 
further compromise of credentials that can 
be used to steal key intellectual property or 
conduct corporate espionage. Financial 
institutions lose money from fraud 
conducted with credentials acquired through 
phishing, and merchants lose money because 
these financial institutions eventually charge 
them for the fraudulent transactions. In 
general, these entities are most impacted by 
phishing, and have the strongest incentive to 
protect against phishing. 
 

Categories Example of Key 
stake holder 

Roles 

Consumer -----------  
 

Primary 
Victims 

Organization Military, 
Universities, 
Corporations 

Financial 
Institution 

Bank of America,  
Paypal 

Merchants eBay, Amazon 
Registrars & 
Registries 

GoDaddy, Verisign  
 
 

Infrastructure 
Providers 

ISP AT & T, Comcast 
Email providers Gmail, Yahoomail 
Browsers Internet Explorer, 

Firefox 
Software 
Vendors 

Symantec, RSA, 
Mark Monitor 

For-Profit 
Protectors 

Law 
Enforcement 

FBI, Secret Service 

Public 
Protectors Computer 

Emergency 
Response Team 

CERT-CC, CSIRTs 

 

Table 1 Different Stake holders with role 
 

Infrastructure providers 
Internet service providers, email 

providers, browsers, domain name registrars, 
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and registries are infrastructure providers. In 
most cases, phishers do not go after these 
providers for their money; instead, they seek 
to gain access to the entities' infrastructures 
so that phishers may launch their attacks. 
For example, phishers register fake domain 
names with registrars. Phishers use 
compromised machines from Internet 
Service Providers as part of a botnet to 
launch phishing campaigns, sending emails 
to end user mailboxes or compromising mail 
provider accounts to send phishing email.   
These stake holders are important to study as 
they are in a better position than most 
victims to protect against phishing. However 
some infrastructure providers do not lose 
money from phishing, so they may not have 
sufficient incentives to devote resources to 
combating phishing.  
 
For-profit protectors 
 
 Certain organizations actually 
benefit from phishing because it is an 
opportunity to develop and sell products to 
other stakeholders. These include companies 
that sell spam filters and anti-virus software, 
as well as companies that take down 
phishing websites. As they are the front-line 
defenders against phishing, we selected a 
few of our experts from these companies. 
However, as they make money from 
combating phishing, it could somewhat bias 
their recommendations.  
 
Public protectors 
 

 In contrast to anti-virus vendors and 
spam filter companies who are for-profit 
protectors, law enforcement, computer 
emergency response teams (CERT), and 
academics are public protectors. There are 

some Para organizations such as the Anti-
Phishing Working Group (APWG) and the 
Message Anti-Abuse Working Group 
(MAAWG) that aim to bring different 
stakeholders together to fight more 
effectively against phishing. 
 
3.  HUMAN FACTORS INSISTING FOR  
     PHISHING ATTACK 
 
3.1 Lack of Knowledge  
 
a) Lack of computer system knowledge 
 
  Many users lack the underlying 
knowledge of how operating systems, 
applications, email and the web work and 
how to distinguish among these. Phishing 
sites exploit this lack of knowledge in 
several ways.    For  example,  some  users  
do  not understand  the meaning  or  the  
syntax  of  domain  names  and cannot 
distinguish legitimate versus fraudulent 
URLs (e.g.,  they  may  think  www.ebay-
members-security.com belongs to  
www.ebay.com).  Another attack strategy 
forges the email header; many users do not 
have the skills to distinguish forged from 
legitimate headers.       
 

b) Lack of knowledge of security and  
    security indicators  
 
 Many users do not understand 
security indicators.    For example, many 
users do not know that a closed padlock icon 
in the browser indicates that the page they 
are viewing was delivered securely by SSL.   
Even  if  they understand  the meaning of 
that  icon, users can be fooled by its 
placement within  the body of a web page  
(this confusion is not aided by  the  fact  that 
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competing browsers use different  icons and 
place them in different parts of their 
display).   More generally, users may not be 
aware that padlock  icons  appear  in  the 
browser “chrome” (the  interface constructed 
by the browser around a web page, e.g.,  
toolbars, windows, address bar, status bar) 
only under specific conditions  (i.e.,  when  
SSL  is  used),  while  icons  in  the content 
of the web page can be placed there 
arbitrarily by designers (or by phishers) to 
induce trust. 
 Attackers can also exploit users’ 
lack of understanding of the verification 
process for SSL certificates. Most users do 
not know how to check SSL certificates in 
the browser or understand the information 
presented in a certificate.  In one spoofing 
strategy, a rogue site displays a certificate 
authority’s (CA) trust seal that links to a CA 
webpage. This  webpage  provides  an  
English language description and verify-
cation of  the  legitimate  site’s  certificate.   
Only the  most  informed  and  diligent  
users  would  know  to check  that  the URL 
of  the originating site  and  the  legitimate 
site described by the CA match.  
 
3.2  Visual Deception   
 
 Phishers use visual deception tricks 
to mimic legitimate text, images and 
windows. Even users with the knowledge 
described in (1) above may be deceived by 
these. 
 

a) Visually deceptive text 
 
 Users may  be  fooled  by  the  
syntax of a domain name  in “type jacking” 
attacks, which substitute  letters  that  may  
go  unnoticed  (e.g. www.paypai.com uses a  

lowercase “i” which  looks similar  to  the  
letter  “l”,  and www.paypa1.com substitutes  
the number  “1”  for  the  letter  “l”).  
Phishers have also taken advantage of non-
printing characters15 and non-ASCII 
Unicode characters16 in domain names.  
 
b)  Images masking underlying text 
 
 One common technique used by 
phishers is to use an image of a legitimate 
hyperlink. The image itself serves as a 
hyperlink to a different rogue site 
 
c)  Images mimicking windows 
 
 Phishers use images in the content 
of a web page that mimic browser windows 
or dialog windows. Because  the  image  
looks exactly  like a  real  window,  a  user  
can  be  fooled  unless  he  tries  to move or 
resize the image.   
 
d) Windows masking underlying windows 
  
 A common phishing technique is to 
place an illegitimate browser window on top 
of, or next to, a legitimate window. If they 
have the same look and feel, users may 
mistakenly believe that both windows are 
from the same source, regardless of 
variations in address or security indicators.   
In the worst case, a user may not even notice 
that a second window exists (browsers that 
allow borderless pop-up windows aggravate 
the problem).  
 
e) Deceptive look and feel 
 

 If images and logos are copied  
perfectly,  sometimes  the  only  cues  that  
are  available to  the  user  are  the  tone  of  
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the  language, misspellings  or other signs of 
unprofessional design.    If  the phishing site 
closely  mimics  the  target  site,  the  only  
cue  to  the  user might be  the  type  and 
quantity of  requested personal  information.  
 
3.3 Bounded Attention  
 
 Even if users have the knowledge 
described in (1) above, and  can  detect  
visual  deception  described  in  (2)  above 
they may  still  be  deceived  if  they  fail  to  
notice  security indicators (or their absence).  
 
a)  Lack of attention to security indicators 
 
 Security is often a secondary goal. 
When users are focused on their primary 
tasks, they may not notice security indicators 
or read warning messages.  The  image-
hyperlink  spoof  described  in  (2b)  above 
would  thwarted  if user noticed  the URL  in 
the status bar did not match the hyperlink 
image, but  this  requires  a  high  degree  of  
attention.   Users who know to look for an 
SSL closed-padlock icon may simply scan 
for the presence of a padlock icon regardless 
of position and  thus be  fooled by an  icon 
appearing  in  the body of a web page. 
 
b) Lack of attention to the absence of  
     security indicators 
 

 Users do not reliably notice the 
absence of a security indicator.  The Firefox 
browser shows SSL protected pages with 
four indicators.  It shows none of these 
indicators for pages not protected by SSL.  
Many users do not notice the absence of an 
indicator, and it is sometimes possible to 
insert a spoofed image of an indicator where 
one does not exist. 

4. SCENARIO ANALYSIS OF PHISHING    
    ATTACK 
 
 Here are some examples of how 
phishing is used.  In January 2009 Bryan 
Rutberg was tricked into providing the 
password to his Face book account.  He was 
likely the victim of a spear phishing attack 
(Spear phishing is targeted communication 
toward employees or members of a certain 
organization or online group.  Emails are 
customized with information publicly 
available on web sites like Face book or 
MySpace.  The emails then direct people to 
a fake login page).   Rutberg suspects that he 
responded to an email that asked him to 
click on a link to his Face book account.   
When he clicked on the link he was actually 
taken to a fake web page that looked like 
Face book where he entered his username 
and password.   The attacker then took over 
Rutberg’s account and sent messages telling 
his friends that he had been robbed and 
asking them to send money to Western 
Union’s branch in London.  Thinking 
Rutberg was in need of cash, his friend sent 
the money.  Rutberg’s friend was an indirect 
victim of phishing and a direct victim of a 
scam similar to the “Nigerian” or 419 scam.  
These scams are directed to “reliable and 
trustworthy” people. 
 

 Computer users often use the same 
user name and password to access a number 
of websites, including banking, credit card 
and PayPal accounts.  In a variation of the 
example above, using the same username 
and password, the attacker is able to access 
and transfer money from the user’s bank 
account to an intermediary’s account - a 
money mule - who forwards the funds out of 
their own account to the attacker who is 
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located in another country.  The money mule 
gets to keep a percentage of the money as a 
commission.  The money mule performs this 
money laundering task either unwittingly or 
as an accomplice. 
 
 In another attack, thousands of 
bogus subpoenas from the U.S. District 
Court in San Diego were “served” by email 
in corporate executives.  The email 
contained an image of the official seal from 
the court and contained a link, supposedly to 
download a copy of the entire subpoena.  
However, when a recipient clicked on the 
link, key-logging software was installed on 
the user’s computer instead.  This is called 
“whaling” attack (Whaling is phishing that is 
targeted at corporate executives, affluent 
people and other “big phish.”,  Like spear 
phishing, whaling emails often are 
customized with information directed to the 
recipient (name and other personal 
information) and sent to a relatively small 
group of people). 
 

 The Increasing Complexity of 
Malware Phishing is increasingly 
perpetrated with the use of specially 
designed malicious code— “malware.”  This 
custom code comes in the form of worms, 
viruses, Trojan horses, spyware, key loggers 
and other routines that are designed to 
perform a variety of tasks.   Some phishing 
malware propagates as viruses (code that 
spreads itself by infecting other programs) or 
as worms (self-spreading computer 
programs).   These programs create an army 
of “zombie computers” that are centrally 
controlled as part of a “botnet” with the goal 
of “monetizing” the control over the infected 
systems - to turn such control into a source 
of revenue for the phishers. 

 Another means of attack is to 
compromise the web server and provide 
malicious code that is delivered via the 
legitimate (although compromised) server 
itself. This is referred to as cross-site 
scripting (XSS).  When the victim visits the 
page, he or she is presented with content that 
has been ‘injected’ into the page through 
XSS.  The script runs on the client machine 
and sends personal data to the attacker. 

 
 

Fig 1 A Cross-Site Scripting Attack 
                 

5.  RELATED WORKS      

A large number of anti-phishing 
solutions have been proposed so far. There 
are some approaches that attempt to 
eliminate the phishing problem at the e-mail 
level by trying to prevent phishing e-mails 
from reaching the users. The drawback of 
these approaches is that they are efficient 
only if they are updated regularly. 
 Some anti-techniques are based on 
the use of blacklists of phishing domains. 
Google safe browsing17 and Internet 
Explorer (IE) 7 browser uses blacklists of 
phishing URLs to identify phishing sites. 
The disadvantage is that they cannot 
recognize new threats that have not been 
analyzed and they cannot recognize the non-
blacklisted phishing sites. 
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 Use of Dynamic Security Skin14 on 
the user’s browser is one of the anti-phishing 
solutions. The disadvantage of this approach 
is that it requires user effort and the user 
need to be aware of the phishing threat and 
he has to check for the signs that the visited 
site is spoofed. 

A popular solution is SpoofGuard 
toolbar4. It is a plug-in monitor that uses 
domain-name, URL, link and image checks 
to verify if the page is part of a spoof attack. 
The disadvantage of this approach is that it 
requires a list of legitimate sites. 

Cloudmark5 is another approach in 
which when users check their email and spot 
a piece of spam they provide realtime 
feedback on that spam to the Cloudmark 
collaborative Network. If the spam is proven 
to be real then the Cloudmark desktop 
automatically blocks that same piece of junk 
email for every other Cloudmark user. The 
limitation of this approach is that the spam 
messages are automatically blocked only for 
the other users in the collaborative network 
(i.e. other Cloudmark users). 

 

 Netcraft toolbar14 judges the 
phishing probability of the visited site by 
determining how old the registered domain 
is. It uses a database of sites that are 
maintained by the company. The 
disadvantage is that this approach cannot 
recognize the new phishing sites that are not 
in the database. 
 

6. PROPOSED MODEL 
 
 The approach presented in this paper 
works on the Trust policy of the Trusted 
Agent with security adapted with Mobile 
Agent techniques as shown in the figure 
given below. 

 
 

Fig 2 Block Diagram for Trusted Mobile Agent 
Frame work 
 

  A Trusted Agent is an extension on 
each legitimate web page in the web server 
which is hidden from the view of other 
users. The Trusted Agent is activated 
automatically whenever a hit occurs to the 
web site in the server by the client. The role 
of the Trusted Agent is to invoke a Mobile 
Agent. When the client access the trusted 
web site with mobile agent, the Mobile 
Agent is installed automatically on the 
browser of the client. 
 

Mobile Agent 
 

 A Mobile Agent is special software 
that can transport its state from one 
environment to another with data and 
continues its execution there. It is added to 
the Trusted Agent system which provides 
support in testing and operation of the agent 
system. 
 
6.1   Trusted Agent Functionalities    
 
� Monitors the client-request and invokes 

the Mobile Agent whenever a hit to a web 
site is made by the client system. 
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� Hides the Mobile Agent in the web site 
from the view of other users.
� Transfers the Mobile Agent along with the 

web site. 
 

6.2 Server-side Functionalities of Mobile 
     Agent      
 

6.2.1   Creating HTML DOM tree 
 

           When the Mobile Agent is invoked, it 
represents the HTML source code of the 
requested web site as a tree structure with set 
of tags as nodes, the hierarchy among the 
tags as set of edges of the tree
DOM. 
 

                    
Fig 3 Tree structure of sample code

 

6.2.2    Tree Traversal  
 After representing the HTML DOM 
tree, the Mobile Agent performs an inorder 
traversal of the tree and evaluates the 
traversal result as an expression. This 
expression is used for comparative study 
with a phishing page. 
 

Algorithm for inorder tree traversal
1. InTraverse(Root,T); 
2. Output(). 
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Hides the Mobile Agent in the web site 
from the view of other users. 
Transfers the Mobile Agent along with the 

ties of Mobile  

6.2.1   Creating HTML DOM tree  

When the Mobile Agent is invoked, it 
represents the HTML source code of the 
requested web site as a tree structure with set 
of tags as nodes, the hierarchy among the 
tags as set of edges of the tree by using 

DOM  
 The DOM18 is a W3C (World 
Web Consortium) standard which defines a 
standard for accessing documents like 
HTML and XML. The DOM defines the 
objects and properties of all document 
elements, and the methods (interface) to 
access them. The HTML Document Object 
Model (HTML DOM) defines a standard 
way for accessing and manipulating HTML 
documents. The DOM presents an HTML 
document as a tree-structure (a node tree), 
with elements, attributes, and text as shown 
in below figure. 

 
Fig 3 Tree structure of sample code 

After representing the HTML DOM 
tree, the Mobile Agent performs an inorder 
traversal of the tree and evaluates the 
traversal result as an expression. This 
expression is used for comparative study 

Algorithm for inorder tree traversal 
 

      InTraverse(Node,T) 
1. if Node!=NULL then 

1.1 InTraverse(lchild,T);
1.2 Write(data(lchild));
1.3 InTraverse(rchild,T);

Where lchild indicates left child and rchild 
indicates right child. 
 

6.3 Client-side Functionalities of Mobile 
      Agent    
6.3.1   Installation 

 178 

) 

is a W3C (World Wide 
Web Consortium) standard which defines a 
standard for accessing documents like 
HTML and XML. The DOM defines the 

of all document 
(interface) to 

The HTML Document Object 
ines a standard 

way for accessing and manipulating HTML 
The DOM presents an HTML 

structure (a node tree), 
with elements, attributes, and text as shown 

nTraverse(lchild,T); 
Write(data(lchild)); 
InTraverse(rchild,T); 

Where lchild indicates left child and rchild 

side Functionalities of Mobile     
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• After performing the server-side 
functionalities, the Mobile Agent carries 
the URL address of the requested web site 
along with the computed traversal 
expression from the web server and is 
installed automatically on the browser of 
the client requesting the web site.  

• It then maintains the URL address and the 
traversal expression of the legitimate site 
visited by the client in a separate list. 

• Once the Mobile Agent is installed on the 
client system, it ignores the re-installation 
of the Mobile Agent. 

• For each different legitimate web sites 
visited by the client, the Mobile Agent 
stores the URL address and the traversal 
result in the list. 

 

6.3.2 Detecting Phishing web sites 
 The Mobile Agent detects the 
Phishing web sites by using page structure 
similarity-based approach.  
� When the client requests a web site then 

the Mobile Agent at the client system 
browser, fetches the URL address and 
traversal result from the mobile agent of 
the visited web site and ignores the re-
installation of mobile agent.  
� Before entering any confidential 

information into the visited site, the 
mobile agent verifies the URL address of 
the visited page for a match with 
previously visited pages and checks for the 
traversal expression.  

Four different cases may arise while 
detecting the phishing web sites: 
a) Detecting the previously visited 

legitimate web site 
� If the URL is matched with a URL in the 

list then it checks and compares the 
traversal expression of the visited web 
site with the traversal expression of the 

web site which has matched URL by 
using the following pattern-matching 
algorithm: 

 
Pattern-Matching Algorithm 
 
 Let the traversal expressions of the 
two web sites be E1 and E2. Let L1, L2 be 
the lengths and i, j be the index of two 
expressions E1 and E2 respectively. 
Boolean Match(E1,E2) 
1. if L1=L2 then do steps 2 to 5 else do 
step 6 
2. i=0 
3. j=0 
4. Repeat steps (i) and (ii)  
   while(E1i=E2j) 
(i) Increment i 
(ii)  Increment j 
(iii)  if(j=m) then 

return true 
5. if j!=m then  

return false 
5.1.1 exit  
6. Return false 
Where true indicates a match while false 
indicates mis-match. 
 If the expression is also matched, 
then the returned value will be true and the 
mobile agent simply assumes that the visited 
web site has been already visited and will 
not store the URL and expression again. 
 

b) Detecting the new legitimate web site 
 If the URL address is not matched 
with any URL in the list then the Mobile 
Agent checks only the presence of the 
traversal expression. If the expression is 
present then it simply assumes it as a newly 
visited legitimate web site and adds the URL 
address along with the traversal expression 
of the web site in list. 
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c) Detecting a Phishing web site 
� The Mobile Agent searches for a URL 

match in list. The match may or may not 
be found. It then checks for the traversal 
expression. 
� Since a phishing web site does not have a 

mobile agent, there will not be any 
traversal expression. So the Mobile Agent 
simply assumes the visitor site to be a 
phishing web site. 

 

d) Updating  the traversal expression of  
        a web site in the list 
� If the URL address of the visited site is 

matched with a URL address in the list 
and the traversal expression is not matched 
with the expression of the matched web 
site then the Mobile agent simply assumes 
that the visited web site has already been 
visited but changes are made to the web 
site. Hence, the Mobile Agent updates the 
older expression value with the new 
expression in the list. 

 
 6.3.3 Decision making criteria 
• If visited web site is detected as a phishing 

web site then the Mobile Agent alerts and 
restricts the client from entering any 
confidential information. 

• It also alerts the server by sending an alert 
message along with the URL address to 
block the detected phishing web site 
preventing the other clients from accessing 
that phishing web site. 

• Avoiding re-installation if the agent is 
already installed. 

• The Mobile Agent makes the personal 
information useless to the phishers by 
using hash of the password. After 
verifying, when the confidential 
information is entered on a web page, the 
hashing of the password, account number 

or credit card number is done using 
PwdHsh8 or SHA-1 so that it becomes 
useless for the man-in-middle attacker. 

 

7. RESULTS OF  THE  FRAMEWORK 
 

The proposed approach is supported 
at both the client-side and server-side 
systems. This model is applicable for all 
types of browsers. The presented trust model 
has a security advantage because the trusted 
agent is hidden from the view of all users 
and phishers with the use of data hiding 
techniques. 
       Another security advantage of this 
model that if any site is identified as a 
phishing site then it is blocked by the server 
and no other client is allowed to access that 
site. 
 

The proposed model can be utilized 
with the restriction imposed. When a 
browser is newly installed in a client system 
then the first web site visited by the client 
must be a legitimate site. Otherwise, the 
installation of the mobile agent mechanism 
in the client system is not possible. Hence 
there is a possibility by the client to visit the 
phishing site. This problem is overcome to 
some extent by the use of password hashing 
technique. 

 
CONCLUSION 
 
 Phishing is one of the rapidly 
growing problems of identity thefts which 
enable malicious users to steal the 
confidential information of internet users. 
Many anti-phishing solutions have been 
proposed so far for detecting phishing web 
sites. But, all of these solutions have some 
drawbacks. In this paper, we presented the 
framework of Trusted Mobile Agent for 
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detecting phishing web sites. It is an 
automated server-side agent-based solution 
to protect the internet users against phishing 
attacks. Our approach makes URL and 
HTML-tree structure based comparison of 
original site with phishing site to detect 
phishing attacks. 
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