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ABSTRACT

In this paper, we propose a distributed packet filtering
technique to detect and filter out TCP packets with spoofed source
IP address used for Distributed Reflection Denial of Service
(DRDoS) attacks. We first provide an analysis of the attack
scenario in which the well-known three-way handshake process
of TCP is exploited in a distributed manner to cause flooding denial
of service attacks, and then propose the filtering scheme to
mitigate the attack impact. The proposed scheme makes use of
information in the Time-to-Live (TTL) field of IP packets to
differentiate and filter out spoofed packets at the reflector level.
The TCP server, which is exploited as reflector, monitors the
incoming RST packets in response to its SYN/ACK packets, and
extracts the TTL count from the RST packets. This TTL count is
compared with the TTL count of further SYN packets to make
the filtering decision. Apart from explaining the concept, we also
provide preliminary simulation results to demonstrate the potential
of TTL based filtering scheme.
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I. INTRODUCTION

Denial-of-service (DoS) attacks
on the Internet are malicious attempts
aiming to limit or deny service availability
to legitimate users1. They continue to
pose a major threat to the secure and
reliable operation of the Internet. Most
of the widely seen DoS attacks are
flooding attacks, where the attacker
overwhelms the victim’s scarce and
valuable resources like CPU, memory or
network bandwidth. Often, bandwidth
of an organization’s Internet access link
is the target because by simply flooding
this, the attacker can virtually detach
an entire local network (probably with
large number of computers) from the
Internet.

A Distributed Denial of Service
(DDoS) attack is a sophisticated variant
of simple DoS attack. A typical DDoS
attack combines the transmission power
of multiple machines located at different
parts of the Internet to flood a single
victim, and this makes the attack much
more powerful compared to a simple DoS
attack. One of the common characte-
ristics of most of the DoS attacks is
source IP address spoofing in which the
attacker replaces the source address of
the attack packet with that of some
innocent party. This enables the attacker
to hide its identity, which in turn makes
the instant tracking of the attacker a
tedious process.

There are a number of readymade
tools capable of launching DDoS
attacks. Trinoo2, TFN3, TFN2K and

Stacheldraht4 are some of the most
popular members of this category.
During the last six years, several powerful
sites were subjected to DDoS attacks.
Most noticeable are: a three-hour long
attack against yahoo.com5 on 7 February
2000 and the attack against GRC.com 6

on 11 January 2002 at 2.00 a.m. and
the attack against Microsoft7 on 14
August 2003.

A Distributed Reflection Denial
of Service (DRDoS) attack is one type
of highly disastrous and massively
distributed DoS attack. In a typical
DRDoS attack, many non-compromised
hosts on the Internet are simultaneously
exploited as packet reflectors to flood
the victim. As shown in Fig. 1, the
reflection attack typically involves four
entities: the attacker, the slaves/zombies
(botnets), the reflectors and the victim.
The attacker instructs the compromised
machines (slaves/zombies) to send
spoofed IP packets to a set of reflectors.
While sending the IP packets to the
reflectors, the zombies replace the source
IP address with the IP address of the
victim so that the reflectors send their
reply to the victim and flood the victim.
A reflector could be any host on the
Internet which returns a packet in
response to an incoming packet. The
reflection attacks are difficult to trace
to the original attacker because the flood
packets are actually sent from innocent
Internet servers.

In8, the authors explain a simple
way of exploiting the three-way
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handshake process of TCP servers for
reflection attack. In6, the authors provide
a real case,

where TCP three-way handshake
is exploited for launching a powerful
reflection attack. Exploiting TCP three-
way handshake can be a default choice
to launch distributed reflection attack
primarily due to the availability of large
number of TCP servers on the Internet.
Further, TCP is the most popular protocol
on the Internet. Thus, by exploiting the
three-way handshake the attacker can
ensure that the attack traffic resembles
genuine Internet traffic. This makes
filtering the attack traffic without
collateral damage a challenging task.
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Figure 1. TCP server acting as
reflectors in a massively distributed

DoS attack.

In this paper, we propose a tech-
nique called TTL (Time-to-Live) based
distributed filtering to mitigate reflection
attack, which exploits the three-way
handshake process. The proposed
scheme makes use of information in the
TTL field of IP packets to differentiate
and filter out spoofed packets at the
reflector level. By implementing the
technique on potential reflectors, we
can reduce the risk of TCP servers being
exploited for reflection attack.

The rest of this paper is organized
as follow. Section II provides an analysis
of exploiting three-way handshake for
DRDoS attack. Section III demonstrates
the effectiveness of the proposed
solution called TTL based distributed
filtering. Section IV presents preliminary
simulation results from ns2 simulation.
Section V discusses some related work,
and section VI gives the conclusion and
future work.

II. Analysis of tcp based reflector DDoS
attack

In a reflection attack, the normal
operation of innocent Internet servers
serving genuine clients is exploited as
reflectors to facilitate massively distributed
DoS attack. The Internet has millions
of such reflectors. A typical example is
TCP servers providing popular Internet
services like www, e-mail, telnet, ftp,
etc.

TCP is a connection-oriented
transport-layer protocol responsible for
byte delivery between end-systems
connected through the Internet. It
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follows the well-known client–server
architecture, where one end of the
communicating point acts as client and
the other end as server. Being a connection-
oriented protocol, the client and server
TCP has to first establish a logical
connection prior to the beginning of
the actual application data transfer. This
is performed using a three-way
handshake, which is shown in Fig. 2.
The client, who needs to access service
from the server, initiates the process by
sending a special TCP segment (packet
at transport layer) called SYN request.
Through this the client informs the
server its willingness to access a service
from the server, and its initial sequence
number (ISN) which will be used as an
offset to index the subsequent application
data, if any, from the client to the server.
The server, upon receiving the SYN
request, responds with a SYN/ACK
segment containing the server’s ISN and
the acknowledgement to SYN of the
client. In the third and final step, the
client, after receiving the SYN/ACK from
the server, sends the ACK segment
acknowledging the SYN of the server

TCP TCP
Client Server

and the connection is now established.

The three-way handshake explained
above is an indispensable part of all data
transfer using TCP. All web access, e-mail
transfer, telnet and ftp access over Internet
are performed only after a successful
three-way handshake. The handshake
process can be easily exploited to turn
an innocent TCP server to a reflector to
facilitate a massive DDoS attack. The
attacker (or the zombies on behalf of
the attacker; as shown in Fig. 1)
fabricates a SYN request in which the
source address is replaced with that of
the attack target and sends this request
to the TCP server. The server, which is
ignorant that the source address of the
request is spoofed, will send a SYN/ACK
segment to the target. This is illustrated
in Fig. 3. The attacker generates and
sends such spoofed requests to millions
of innocent and well behaving servers
which are physically located at different
parts of the Internet. The result is a
massively distributed and highly intensive
DoS attack against the victim.

Fig. 2. Normal three-way handshake
process.

Figure 2. Three-way handshake
during reflection attack.
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As shown in Fig. 1, the zombies,
instead of sending the flood directly to
the victim, force the servers to flood
the victim. The large number of SYN/ACK
(here the attack flood) is unsolicited
traffic for the victim and according to
TCP specification9, the victim will try
to respond with RST (reset) segments
to inform the sender about the arrival
of unsolicited segments. The RST is
significant here, because an intelligent
reflector, which consecutively receives
RST as a response to its SYN/ACK, may
try to conclude that it is being exploited
as a reflector and could stop sending
new SYN/ACK responses to SYN request
containing the victim’s address as
source. However, it is important to note
that TCP specification explicitly recom-
mends that RST segments should be
used by either end of the communi-
cation to inform the other end about
its unexpected unavailability to continue
the ongoing

communication. For example, if
the client application crashes after
sending the SYN, the client TCP will
send an RST, which will help the server
to free the resources. Hence arrival of
RST segments after sending SYN/ACK
is not completely unusual under normal
operations, and cannot be taken as
exclusive signature of being used as
reflector.

III. TTL Based distributed filter

Every IP datagram contains an 8
bit header field called TTL. When an IP
datagram is constructed for transmission,

the source assigns a constant integer
(in the range of 0-255) as the initial TTL
value.  As the datagram traverses from
the source to the destination through
intermediate routers, each router along
the path decrements the TTL value by
one, and the datagram is forwarded to
the next router only if the TTL is greater
than zero. As per the IP standard, the
router should discard a datagram with
TTL value zero. The primary objective
of the TTL is to ensure that the datagram
should not wander the Internet for ever
due to problems like routing loops.

Figure 3. Detecting Reflector Attacks
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As shown in Fig. 3, during a
reflection attack, each reflector will
receive two packets: one SYN packet
and one RST packet. These packets will
reach the reflector in a short span of
time, which is typically in the order of
couple of RTTs (Round Trip Time).
Further, both these packets will contain
the same source IP address. In the case
of SYN packet, the IP addressed is
spoofed, where as in the case of RST, it
is the actual IP address of the victim.
Thus, the reflector has two packets
claiming to be originating from the same
machine. Assuming that there is no route
change in the network path, these two
packets are supposed to have the same
TTL value. If the TTL values are different,
it is likely that the SYN packet has a
spoofed source IP address. It is important
to note that the RST packet is generated
by the victim in response to SYN/ACK
packet and the attacker has no control
on it. Hence the IP address seen in the
RST packet can be trusted.

The reflector monitors the
incoming RST segment (response to a
SYN/ACK, which was sent in response
to a SYN packet) from the victim and
stores the IP address and the corres-
ponding TTL. It also set a timeout period
for which the TTL value is considered
to be valid. If the reflector receives another
SYN request with the same source
address before the timer expires, its TTL
is compared with the TTL stored earlier.
If the TTL of the SYN matches with
stored TTL, the packet is considered
legitimate and a SYN/ACK is generated.
Otherwise the packet is dropped. It is

important to note that spoofed packets
are filtered out at the reflector level
itself. Thus, the attack packets are not
allowed to reach the victim. This is
significantly better than filtering out the
attack packets at or near the victim.

It is further important to note
that the scheme can be implemented
without modifying the source code of TCP
end-pints. A single machine, like a firewall,
can be used to monitor the SYN, SYN/
ACK and RST packets and make the
filtering decision. The technique, if
implemented in a distributed manner,
can filter out significant portion of
spoofed SYN requests, and thereby can
contribute to mitigate coordinated
DRDoS attacks.

IV. Implementation and evaluation

In this section, we first discuss
our approach of simulating the reflection
attack, and then provide simulation
results of TTL based distributed filter.

A. Simulation of  Reflector Attack :

We simulated the DRDoS attack
using ns2. Fig. 5 shows the network
topology used for the simulation. The
nodes were generated and connected
randomly using network topology
generator. Few nodes were designated
as attackers, relatively larger number of
nodes were designated as reflectors and
one node was designated as the victim.
The attackers, reflectors and victim were
running ns2 FullTcp agents.  Necessary
modifications were made to the FullTcp
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agent on the victim so that it

can respond to unsolicited SYN/
ACK packets with RST packets.

Figure 4. Network topology
(from ns2 nam).

In our simulation, we predefined
attackers’ source address as the victim’s
source address. The attackers randomly
selected reflectors from the entire set
of TCP reflectors and sent SYN packet
to the reflectors. The victim responded
to the SYN/ACK with RST packets. We
measured the rate of SYN/ACK packets
that flooded the victim. Fig. 6 shows
the large number of forged SYN packets
sent by the attackers. The X-axis is time
and Y-axis is the number of SYN packets
sent to the reflector. Fig. 7 shows the
SYN/ACK packets generated in response
to the SYN packets. The X-axis is time
and Y-axis is the number of SYN/ACK
directed towards the victim. Fig. 8
shows the time vs. the number of RST
packets sent by the victim.

Figure 5. Time vs. forged SYN
request (from xgraph)

 

Figure 6. Time vs. unsolicited
SYN/ACK packets.

 

Figure 7. Time vs. RST packet.
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Simulation of  the TTL based
Distributed Filter :

We implemented the TTL based
filtering scheme in ns2 by modifying
the FullTcp agent of ns2. The flowchart
of the filtering algorithm is given in Fig.
10. The modified FullTCP was attached
to all the reflectors. As in the previous
case, the attacker generated SYN
packets with spoofed source address,
and sent these SYN packets to the
reflectors. We measured the rate at
which the spoofed SYN packets are
dropped at the TCP reflectors, and the
same is given in Fig. 9. The X-axis is
time and Y- axis is the total number of
dropped packets. As shown in Fig. 9, a
significant portion of spoofed packets
were detected and dropped at the
reflectors.

V. Related work

Authors of10 proposed a distributed
approach that detects the reflector attack

 

Figure 8. Time vs. dropped spoofed
IP packet.

based on sharing information from
multiple potential reflectors. This needs
co-ordination among multiple reflectors,
which are under different administrative
zones. Authors of11 proposed a scheme
for mitigating TCP based reflector DDoS
attacks at victim site. It is easy to imple-
ment but the detection and filtering are

Figure 9. Flowchart of TTL based
distributed filtering technique for

TCP reflectors
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done at the victim’s side.

VI. CONCLUSION

In this paper, we proposed a
distributed packet filtering technique to
detect and filter out TCP packets with
spoofed source IP address used for
Distributed Reflection Denial of Service
(DRDoS) attack. The technique inspects
the TTL value and IP address of incoming
SYN and RST packets to the reflectors
to distinguish spoofed SYN packets from
legitimate packets. The technique, if
implemented in a distributed manner,
can filter out significant portion of spoofed
SYN requests, and thereby can contribute
to mitigate coordinated DRDoS attacks,
which are launched by exploiting the
three-way handshake process of TCP.
We presented preliminary simulation
results to demonstrate the potential of
TTL based filtering scheme. Real
implementation of distributed filter in
Linux kernel and its performance evaluation,
including quantification of false positive
and false negative, are part of our future
work.
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