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ABSTRACT 

 

The extensive use of computers and networks for exchange of information has also had 
ramifications on the growth and spread of crime through their use. Hacking, Viruses, 
Worms and Trojan horses are some of the major attacks that panic any network systems. 
Along with the conventionally used security tools like firewalls, intrusion detection 
systems (IDS) are becoming of supreme significance. Intrusion Detection Systems (IDS) 
is a new path of security systems, which provides efficient approaches to secure 
computer networks. During recent years, number of attacks on networks has 
dramatically increased and consequently interest in network intrusion detection has 
increased among the researchers. This paper provides a review on intrusion detection 
systems. 
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1. INTRODUCTION 
 

The most pervasive technology trend 
in modern computing is an increasing reliance 
on network connectivity and inter-host 
communication. Business needs have 
motivated enterprises and governments across 
the globe to develop sophisticated, complex 
information networks. Moreover, corporate 
networks have become more accessible, for 
instance most businesses allow access to their 
services on their internal networks via 
extranets to their partners, enable customers to 
interact with the network through e-commerce 
transactions, and allow employees to tap into 
company systems through virtual private 
networks. 

Along with the tremendous 
opportunities for information and resource 
sharing that this entails comes heightened need 
for information security, as today’s networks 

are both more vulnerable to intrusions and 
attacks. The 2005 annual computer crime and 
security5, jointly conducted by the Computer 
Security Institute and the FBI, indicated that 
the financial losses incurred by the respondent 
companies due to network attacks/intrusions 
were US $ 130 million. In another survey 
commissioned by VanDyke Software in 2003, 
some 66% of the companies stated that they 
perceived system penetration to be the largest 
threat to their enterprises. Although 86% of the 
respondents used firewalls, their consensus 
was that firewalls by themselves are not 
sufficient to provide adequate protection. 
Moreover, according to recent studies, an 
vulnerabilities in commonly used networking 
and computing products are discovered every 
month. Such wide- spread vulnerabilities in 
software add today’s insecure computing/ 
networking environment. This insecure 
environment has given rise to the ever 
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evolving field of intrusion detection and 
prevention. 

With the rampant hackers invading 
incidents increasing day by day, people find it 
is not enough to construct a security system 
only in terms of defense. One subset of 
information security research that has been the 
subject of much attention in recent years is that 
of intrusion detection systems. Intrusion 
Detection Technique is a new focus of network 
security study after “firewall” and “data 
encryption”. It is also a new generations of the 
security technology. 

The National Institute of Standards 
and Technology classifies intrusion detection 
as “the process of monitoring the events 
occurring in a computer system or network and 
analyzing them for signs of intrusions, defined  
as attempts to compromise the confidentiality, 
integrity, availability, or to bypass the security 
mechanisms of computer or network”10. 
 The rest of the paper is organized as 
follows: Section 2 describes an overview of 
frequently occurring networking attacks. 
Section 3 provides the basic method of 
intrusion detection. Section 4 discusses the 
primary sources for intrusion detection while 
section 5 examines current approaches to the 
problem of intrusion data analysis and 
concluding remarks are presented in section 6. 
 
2. NETWORKING ATTACKS 
 
 Network attack is no longer the 
prerogative of the stereotypical hacker. Joining 
ranks with the hackers are disgruntled 
employees, unethical corporations, and even 
terrorist organizations3. 

Attacks on computer system could be 
devastating and affect networks and corporate 
establishments. We need to curb these attacks 
and Intrusion Detection System helps to 
identify the intrusions. Without an NIDS, to 
monitor any network activity, possibility 

resulting in irreparable damage to an 
organization’s network. 

Intrusion attacks [4, 7, and 9] are those 
in which an attacker enters your network to 
read, damage, and/or steal the data. These 
attacks can be divided into two subcategories: 
pre intrusion activities and intrusions. 
 

2.1 Pre intrusion activities 
Pre intrusion activities are used to 

prepare for intruding into a network. These 
include port scanning to find a way to get into 
the network and IP spoofing to disguise the 
identity of the attacker or intruder. 
Port scans: A program used by hackers to 
probe a system remotely and determine what 
TCP/UDP ports are open (and vulnerable to 
attack) is called a scanner. A scanner can find 
a vulnerable computer on the internet, discover 
the what services are running on the machine, 
and then find the weaknesses in those services. 
There are 65,535 TCP ports and an equal 
number of UDP ports. Stealth scanners use 
what is called an IP half scan, sending only 
initial or final packets instead of establishing a 
connection, to avoid detection. 
IP spoofing: This is a means of changing the 
information in the header of a packet to forge 
the source IP address. Spoofing is used to 
impersonate a different machine from the one 
that actually sent the data. This can be done to 
avoid detection and/or to target the machine to 
which the spoofed address belongs. By 
spoofing an address that is a trusted port, the 
attacker can get packets through a firewall.  
 

2.2 Intrusions into the Network 
These attacks can be happened after 

intruding into a network. 
Source routing attacks: This is a protocol 
exploit that is used by intruder to reach private 
IP addresses on an internal network by routing 
traffic through another machine that can be 
reached from both the internet and the local 
network [2, 6].  TCP/IP to allow those sending 
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network data to route the packets through a 
specific network point for better performance 
supports source routing. Administrators to map 
their networks or to troubleshoot routing 
problems also use it. 

 
DOS attacks:  A Denial-Of-Service (DOS) 
attack is an attempt to make a computer 
resource unavailable to its intended users. 
Typically the targets are high-profile web 
servers, and the attack attempts to make the 
hosted web pages unavailable on the internet. 
It is a computer crime that violates the internet 
proper use policy as indicated by the Internet 
Architecture Board (IAB).A Denial-Of-Service 
attack is characterized by an explicit attempt 
by attackers to prevent legitimate users of a 
service from using that service. For example: 
flooding a network, thereby preventing 
legitimate network traffic. 
 
Trojan attacks:  Trojans are programs that 
masquerade as something else and allow 
intruders to take control of the machine, 
browse the devices, upload or download data, 
etc. For example, in 1999, a Trojan program 
file called Picture.exe was designed to collect 
personal data from the hard disk of an 
infiltrated computer and send it to a specific e-
mail address. So called Trojan ports are 
popular avenues of attack for these programs. 

 
Registry attacks: In this type of attack, a 
remote user connects to a Windows machine’s 
registry and changes the registry settings. 
 
Password hijacking attacks: The easiest way 
to gain unauthorized access to a protected 
system is to find a legitimate password.  This 
can be done via social engineering (getting 
authorized users to divulge their passwords via 
persuasion, intimidation, or trickery) or using 
brute force method. 

3. THE BASIC  METHOD  OF  INTRUSION  
DETECTION   

 
      An intrusion detection system is a 
software tool used to detect unauthorized 
access to a computer system or network. An 
intrusion detection system is capable of 
detecting all types of malicious network traffic 
and computer usage. This includes network 
attacks against vulnerable services, data driven 
attacks on applications, host-based attacks—
such as privilege escalation, unauthorized 
logins and access to sensitive files—and 
malware. An intrusion detection system is a 
dynamic monitoring entity that complements 
the static monitoring abilities of a firewall. An 
intrusion detection system monitors traffic in a 
network in promiscuous mode, very much like 
a network sniffer. The network packets that are 
collected are analyzed for rule violations by a 
pattern recognition algorithm. When rule 
violations are detected, the intrusion detection 
system alerts the administrator. 

One of the earliest works that 
proposed intrusion detection by identifying 
abnormal behavior can be attributed to 
Anderson2. In his report, Anderson presents a 
threat model that classifies threats as external 
penetrations, internal penetrations, and 
misfeasance, and uses this classification to 
develop a security monitoring surveillance 
system based on detecting anomalies in user 
behavior. External penetrations are defined as 
intrusions that are carried out by unauthorized 
computer system users; internal penetrations 
are those that are carried out by authorized 
users who are not authorized for the data that is 
compromised; and misfeasance is defined as 
the misuse of authorized access both to the 
system and to its data. 

In a seminar paper, Denning6 put forth 
the idea that intrusions to computers and 
networks could be detected by assuming that 
users of a computer/network would behave in a 
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Security Officers Response to Intrusion  

Active Intrusion Response  
Fig. 1.  Organization of a generalized Intrusion Detection System  [1].  

manner that enables automatic profiling. In 
other words, a model of the behavior of the 
entity being monitored could be constructed by 
an intrusion detection system, and subsequent 
behavior of the entity could be verified against 
the entity’s model. In this model, behavior that 
deviates sufficiently from the norm is 
considered anomalous. In the paper, Denning 
mentioned several models that are based on 
statistics, Markov chains, time-series, etc. In a 
much cited survey on intrusion detection 
systems, Axelsson1 put forth a generalized 
model of a typical intrusion detection system. 
Fig.1 depicts such a system where solid arrows 
indicate data/control flow while dotted arrows 
indicate a response to intrusive activity. 
According to Axelsson, the generic 
architectural model of an intrusion detection 
system contains the following modules: 
• Audit data collection: This module is used 
in the data collection phase. The data collected 
in this phase are analyzed by the intrusion 
detection algorithm to find traces of suspicious 
activity. The source of the data can be 
host/network activity logs, command-based 
logs, application-based logs, etc. 

• Audit data storage: Typical intrusion 
detection systems store the audit data either 
indefinitely or for a sufficiently long time for 
later reference. 
The volume of data is often exceedingly large. 
Hence, the problem of audit data reduction is a 
major research issue in the design of intrusion 
detection systems. 
• Analysis and detection: The processing 
block is the heart of an intrusion detection 
system. It is here that the algorithms to detect 
suspicious activities are implemented. 
Algorithms for the analysis and detection of 
intrusions have been traditionally classified 
into three broad categories: signature (or 
misuse) detection, anomaly detection and 
hybrid (or compound) detection. 
• Configuration data: The configuration data 
are the most sensitive part of an intrusion 
detection system. It contains information that 
is pertinent to the operation of the intrusion 
detection system itself such as information on 
how and when to collect audit data, how to 
respond to intrusions, etc. 
• Reference data: The reference data storage   
   module stores information about known 
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intrusion signatures (in the case of signature 
detection) or profiles of normal behavior (in 
the case of anomaly detection). In the latter 
case, the profiles are updated when new 
knowledge about system behavior is available. 
• Active/processing data: The processing 
element must frequently store intermediate 
results such as information about partially 
fulfilled intrusion signatures. 
• Alarm:  This part of the system handles all 
output from the intrusion detection system. 
The output may be either an automated 
response to an intrusion or a suspicious activity 
alert for a system security officer. 
 

4.    INFORMATION SOURCES 
 

  Virtually all modern intrusion 
detection systems monitor either host 
computers or network links to capture 
intrusion-relevant data. Each of these data 
sources offers a unique set of opportunities as 
well as challenges for an IDS. 
 
4.1 Host Intrusion Detection 

Host intrusion detection refers to the 
class of intrusion detection systems that reside 
and monitor and individual host machine. 
There are a number of system characteristics 
that a host intrusion detection system (HIDS) 
can make use of in collecting data including: 
File System - changes to a host's file system 
can be indicative of the activities that are 
conducted on that host. In particular, changes 
to sensitive or seldom-modified portions of the 
file system and irregular patterns of file system 
access can provide clues in discovering 
attacks. 
Network Events - an IDS can intercept all 
network communications after they have been 
processed by the network stack before they are 
passed on to user-level processes. This 
approach has the advantage of viewing the data 
exactly as it will be seen by the end process, 

but it is important to note that it will is useless 
in detecting attacks that are launched by a user 
with terminal access or attacks on the network 
stack itself.  
System Calls - with some modification of the 
host's kernel, an IDS can be positioned in such 
a way as to observe all of the system calls that 
are made. This can provide the IDS with very 
rich data indicating the behavior of a program. 

A critical decision in any HIDS is 
therefore choosing the appropriate system 
characteristics to monitor. This decision 
involves a number of tradeoffs including the 
content of the data that is monitored, the 
volume of data that is captured, and the extent 
to which the IDS may modify the operating 
system of the host machine. 
 
4.2 Network Intrusion Detection 

A network intrusion detection system 
(NIDS) monitors the packets that traverse a 
given network link. Such a system operates by 
placing the network interface into promiscuous 
mode, affording it the advantage of being able 
to monitor an entire network while not 
divulging its existence to potential attackers. 
Because the packets that a NIDS is monitoring 
are not actually addressed to the host the NIDS 
resides on, the system is also impervious to an 
entire class of attacks such as the “ping-of-
death" attack that can disable a host without 
ever triggering a HIDS. A NIDS is obviously 
of little value in detecting attacks that are 
launched on a host through an interface other 
than the network.  

Network data has a variety of 
characteristics that are available for a NIDS to 
monitor: most operate by examining the IP and 
transport layer headers of individual packets, 
the content of these packets, or some 
combination thereof. Regardless of which 
characteristics a system chooses to monitor, 
however, the positioning of a NIDS 
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fundamentally presents a number of challenges 
to its correct operation. 

 On a heterogeneous network, a NIDS 
generally does not possess intimate knowledge 
of all of the hosts on the network and is 
incapable of determining how a host may 
interpret packets with ambiguous 
characteristics. Without explicit knowledge of 
a host system's protocol implementation, a 
NIDS is impotent in determining how a 
sequence of packets will affect that host if 
different implementations interpret the same 
sequence of packets in different ways.8 

A savvy attacker can exploit this 
property by sending packets that are designed 
to confuse a NIDS. Such attacks are referred to 
as insertion and evasion attacks based on 
whether they insert additional information into 
a packet stream that a NIDS will see and the 
target host will ignore or if they evade 
detection by forging data in such a way that a 
NIDS cannot completely analyze a packet 
stream.  

 
5.   ANALYSIS  TECHNIQUES 

 
Historically, intrusion detection 

research has concentrated on the analysis and 
detection stage of the architectural model 
shown in Fig. 1. As mentioned above, 
algorithms for the analysis and detection of 
intrusions/attacks are traditionally classified 
into the following three broad categories: 
• Signature or misuse detection is a 
technique for intrusion detection that relies on 
a predefined set of attack signatures. By 
looking for specific patterns, the signature 
detection-based intrusion detection systems 
match incoming packets and/or command 
sequences to the signatures of known attacks. 
In other words, decisions are made based on 
the knowledge acquired from the model of the 
intrusive process and the observed trace that it 

has left in the system. Legal or illegal behavior 
can be defined and compared with observed 
behavior. Such a system tries to collect 
evidence of intrusive activity irrespective of 
the normal behavior of the system. One of the 
chief benefits of using signature detection is 
that known attacks can be detected reliably 
with a low false positive rate. The existence of 
specific attack sequences ensures that it is easy 
for the system administrator to determine 
exactly which attacks the system is currently 
experiencing. If the audit data in the log files 
do not contain the attack signature, no alarm is 
raised. Another benefit is that the signature 
detection system begins protecting the 
computer/network immediately upon 
installation. One of the biggest problems with 
signature detection systems is maintaining 
state information of signatures in which an 
intrusive activity spans multiple discrete 
events—that is, the complete attack signature 
spans multiple packets. Another drawback is 
that the signature detection system must have a 
signature defined for all of the possible attacks 
that an attacker may launch. This requires 
frequent signature updates to keep the 
signature database up-to-date. 
• An anomaly detection system first creates a 
baseline profile of the normal system, network, 
or program activity. Thereafter, any activity 
that deviates from the baseline is treated as a 
possible intrusion. Anomaly detection systems 
offer several benefits. First, they have the 
capability to detect insider attacks. For 
instance, if a user or someone using a stolen 
account starts performing actions that are 
outside the normal user-profile, an anomaly 
detection system generates an alarm. Second, 
because the system is based on customized 
profiles, it is very difficult for an attacker to 
know with certainty what activity it can carry 
out without setting off an alarm. Third, an 
anomaly detection system has the ability to 
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detect previously unknown attacks. This is due 
to the fact that a profile of intrusive activity is 
not based on specific signatures representing 
known intrusive activity. An intrusive activity 
generates an alarm because it deviates from 
normal activity, not because someone 
configured the system to look for a specific 
attack signature. Anomaly detection systems, 
however, also suffer from several drawbacks. 
The first obvious drawback is that the system 
must go through a training period in which 
appropriate user profiles are created by 
defining ‘‘normal’’ traffic profiles. Moreover, 
creating a normal traffic profile is a 
challenging task. The creation of an 
inappropriate normal traffic profile can lead to 
poor performance. Maintenance of the profiles 
can also be time-consuming. Since, anomaly 
detection systems are looking for anomalous 
events rather than attacks, they are prone to be 
affected by time consuming false alarms. False 
alarms are classified as either being false 
positive or false negative. A false positive 
occurs when an IDS reports as an intrusion an 
event that is in fact legitimate network activity. 
A side affect of false positives, is that an attack 
or malicious activity on the network/system 
could go undetected because of all the previous 
false positives. This failure to detect an attack 
is termed as a false negative in the intrusion 
detection jargon. A key element of modern 
anomaly detection systems is the alert 
correlation module. However, the high 
percentage false alarms that are typically 
generated in anomaly detection systems make 
it very difficult to associate specific alarms 
with the events that triggered them. Lastly, a 
pitfall of anomaly detection systems is that a 
malicious user can train an anomaly detection 
system gradually to accept malicious behavior 
as normal. 
• A hybrid or compound detection system 
combines both approaches. In essence, a 

hybrid detection system is a signature inspired 
intrusion detection system that makes a 
decision using a ‘‘hybrid model’’ that is based 
on both the normal behavior of the system and 
the intrusive behavior of the intruders. 
 
6.  CONCLUSIONS 
 
        The study of intrusion detection systems 
is quite young relative to many other areas of 
systems research and it stands to reason that 
this topic offers a number of opportunities for 
future exploration. The present literature study 
is the first step in our research. In this paper, 
we have given an overview of the current 
state-of-the-art of intrusion detection. Intrusion 
detection systems vary in the sources they use 
to obtain data and in the specific techniques 
they employ to analyze this data. Most systems 
today classify data either by misuse detection 
or anomaly detection: each approach has its 
relative merits and is accompanied by a set of 
limitations.  
         It is likely not realistic to expect that an 
intrusion detection system be capable of 
correctly classifying every event that occurs on 
a given system. Perfect detection, like perfect 
security, is simply not an attainable goal given 
the complexity and rapid evolution of modern 
systems. An IDS can, however, strive to “raise 
the bar" for attackers by reducing the efficacy 
of large classes of attacks and increasing the 
work factor required to achieve a system 
compromise. 
 
7. REFERENCES 
 

1. S. Axelsson, Research in intrusion-
detection systems: a survey, Department of 
Computer Engineering, Chalmers 
University of Technology, Goteborg, 
Sweden, Technical Report 98-17, 
December (1998). 



 
 

S. Manohar Naik et al., J. Comp. & Math. Sci. Vol. 1 (6), 672-679 (2010) 

Journal of Computer and Mathematical Sciences Vol. 1, Issue 6, 31 October, 2010 Pages (636-768) 

 
 
 
 
 
 
 

679

2. J.P. Anderson Computer Security threat 
monitoring and surveillance, James P 
Anderson       Co., Fort, Washington, PA, 
USA, Technical Report 98-17, April 
(1980).  

3. E. Biermann, E.Cloete, L.M.Venter, A 
Comparison of Intrusion Detection 
Systems,  Computers Security, 20, 8, 676-
683 (2001). 

4. R.G.Bace, Intrusion Detection. Macmillan 
Technical Publishing, (2000). 

5. C. S. Institute, F. B.o. Investigation, in: 
Proceedings of the 10th Annual Computer 
Crime and Security Survey 10, pp. 1–23 
(2005). 

6. D.E. Denning, An intrusion-detection 
model, IEEE Transactions in Software 
Engineering 13, 222–232 (1987). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

7. International Standard ISO 7498.2, 
Information processing system – Open 
system interconnection – Basic reference 
model, PaR 2: Security architecture, 
(1989). 

8. Mark Handley, Vern Paxson, and Christian 
Kreibich. “Network Intrusion  Detection: 
Evasion, Traffic Normalization, and End-
to-End Protocol Semantics," 10th USENIX 

Security Symposium, Washington, D.C., 
13-17 August (2001). 

9. D. Oollman, Computer security, John  
Wieley & Sons, (1999). 

10. Rebecca Bace and Peter Mell. “NIST 

Special Publication on Intrusion Detection      

Systems," 16 August (2001). 


