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ABSTRACT 
 
Software watermarking, Tamper proofing of code, Obfuscation 
and DRM techniques are the four pillars of software security. Of 
all these techniques tamper proofing of the code is a vital 
mechanism because it prevents the functioning of the code on 
any authorized access or alteration to the code. This prevents the 
unauthorized replication of the code and its distribution. So, this 
is in fact the last defensive mechanism against software attacks. 
There are many ways a code can be tamper proofed. Few of the 
best possible ones are related to watermarking, natural language 
processing and tamper proofing at a lower level in disassemble. 
This paper explores new frontiers and puts forward new 
mechanisms of implementing the Tamper proofing technique to 
the software. 
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1.  INTRODUCTION  
 

Tamper proofing of the code is 
relatively a new concept of software 
security. The idea has been borrowed from 
the physical world of tamper proofing a 
package. The initial work on tamper 
proofing was put forward by1. Tamper 
proofing a code is a necessity in the present 
day world because of great financial as well 
as intellectual property losses that had 
happened in the previous decade. Moreover, 
the defences like obfuscation, watermarking 
against software reverse engineering, 
software piracy respectively are not 

acceptably strong2. So, to enhance the 
security and to raise the bar against 
tampering attacks, tamper proofing of a code 
should be done. The initial efforts for tamper 
proofing a code used an intelligent 
watermarking scheme, natural language 
processing. In this paper we propose few 
approaches and methodologies which 
function effectively and could be less 
cumbersome while implementing them. The 
basic idea of tamper proofing the code is to 
have new modified data structures which 
have a specific signature of the owner. The 
effect of changing the part of code in any 
part of the package should create an 
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avalanche effect throughout and should 
render the code non functional. To have a 
logical split up, the functionality of the 
tamper proofing software is of two ways, the 
one which is used for detection and the other 
for defence. We next show the general 
architecture of tamper proofing. The later 
sections deal with technical requirements of 
implementing the tamper proofing and our 
novel methodologies and approaches.  
 

2.  DEIGN OF TAMPER-PROOF CODE 
 

The following diagram gives a 
higher most abstraction of architectural 
diagram of tamper proofing code. According 
Christian C Collberg and Clark Thomborson 
in their paper on Tamper proofing of code, 
there are two essential modules for any 

tamper proof code. Extending their idea, we 
propose the following architectural diagram. 
The two essential modules are detection 
module and other is code failure module. 
The detection modules will constantly 
communicate with all the programs present 
in the program repository. It will use 
different methods which will be specified 
later in this paper, to detect whether the code 
has been altered. The code failure module 
gets the commands from detection module 
and will make the code non functional if the 
code is altered. Different approaches of 
making the code non functional are 
explained later in this paper. It is always 
advisable to have these detection and code 
failure module dispersed widely in space 
domain. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. TECHNICAL REQUIREMENTS FOR  
     IMPLEMENTING TAMPER-PROOF  
     CODE 
 

Any method of tamper proofing 
technique uses these following concepts 
either in their detection module or in their 
code failure module8. The concepts are:   

1. Hash checking - making sure if the 
program is not tampered by using a one-
way hash 

2. Result checking - checking arbitrary 
program results within the code for 
tampering 

3. Encryption - encrypting the bytecode to 
avoid direct tampering 
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Any method used for fool proofing 
the software uses these above techniques to 
give a robust defence. One can use any hash 
function to generate the hash code. It has 
been previously proposed that one should 
avoid using a one way hash function. The 
reason for this is that one way hash function 
is prone to be easily attacked due to its easy 
way of identifying or generating the message 
from the hash code value. Result checking is 
often a process of calculating the 
intermediate values dynamically and then 
comparing with the pre checked version of 
the code. This process of intermediate result 
checking identifies a new path to work with 
i.e. dynamic tamper proof detection. 
Encrypting the bytecode is the most 
common and robust way of protecting the 
code. Nevertheless, there are still a few 
limitations with this technique related to the 
strength of the encrypting algorithm and also 
the size of the key.   

Using these above said concepts, we 
can implement both detection module as 
well as the code failure module of Tamper 
proofing. In the next section, we talk about 
our proposals regarding implementation of 
tamper proofing.  
 

4.   NOVEL APPROACHES AND  
      METHODS TO IMPLEMENT  
      TAMPER-PROOF CODE 
 

In this paper we propose 4 new 
ways of effectively implementing tamper 
proof code along with the source code. 
Although this uses the same hash algorithm, 
encryption concepts for detection, all the 
proposed techniques makes the tamper 
proofing code stealthier to be detected and 
also produces the avalanche affect. The 
avalanche effect in this scenario can be 
described as --- even though if one notices 

the tamper proofing code, it is hard to track 
back and identify the source or origin of the 
tamper proof code. The four techniques are 
as follows. 
1. Using the data structures and a 2 way 

relationship to hide the tamper proofed 
code 

2. Scrambling the bytecode to generate an 
unintelligible code 

3. Intelligent water marking scheme 
4. Tamper proofing the data structures, 

branch statements 
 

4.1 Using the data structures and a 2 way 
relationship to hide the tamper 
proofed code 

 
In this technique the tamper 

proofing can be kept anywhere in the 
program, the only catch is that we need to 
develop a two way relationship between the 
tamper proofed code and a few of the widely 
used data structure or the data members of 
the program. Any particular index of say an 
array or a data member(like variables in the 
class) of either user defined or predefined 
data structure should make a call (before 
they are used)   to the dummy function 
present in the tamper proofing code and this 
function simply returns a non zero positive 
value back upon a call. The data member 
needs to be passed to a simple check 
function before the data structure is used. 
The check function can make a system call 
to exit or can even kill the process that is 
being currently executed if the code is 
altered. One has to understand that this 
simple check function is not the tamper 
proofing code but the miniaturised replica of 
it. To make it more complex, we can extend 
the same idea of having a two way 
relationship with all the possible data 
members. 
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Figure: Schematic Diagram depicting the two way relationship between executable code and tamper  

proof code 
 

4.2 Scrambling the bytecode to generate 
an unintelligible code 

 

The detection module of the code 
looks for the occurrence of tampering, every 
time one runs the program. If there is no 
alteration the code failure model encrypts 
the whole bytecode of the software and 
decrypts it with the same key to show the 
output of the program. If the detection 
module identifies that code has been altered 
then the decryption process randomly uses 
any other key which is not used for 
encryption. So, the output will be an 
unintelligible, non functional code. The 
same process by code failure model will 
occur even if it could not receive any 
response from detection model. The 
advantage with this is that every time one 
peruses through the program, the runtime 
remains the same and the probability of key 
match is almost nil when the code is 
tampered. 
 

4.3 Intelligent water marking scheme 
 

Using a watermarking technique to 
implement tamper proofing is widely used 
technique. The technique currently used is 

ubiquitously accepted but of late this 
technique is a highly attacked and easily 
prone to breakdown. We propose to make 
the currently available watermarking scheme 
stronger enough to with stand all the attacks 
even though if detected it should be 
distributed widely on the space domain. The 
tamper proofing code should be kept at a 
strategic point called as detection point 
where it constantly links with all the parts of 
the program and if the tamper proofing code 
senses the intrusion it should render the total 
code non functional. The method of 
identifying the strategic point is the key 
here. Normally, it can be kept in the mostly 
used header files or in the definition of the 
user defined function etc. 
 
4.4 Tamper proofing the data structures, 

branch statements 
 

This technique is similar to a 
physical signature where any code used will 
be obfuscated. The process of obfuscation 
implements a transformation wherein it 
checks few selected data members of the 
class and makes a unique change which will 
be served as a signature of the owner. The 
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advantage is that although one breaks 
through the code, he tends to ignore the 
obfuscated data members. The detection part 
of the code constantly checks these 
obfuscated data variables if there has been a 
change then it activates the non functional 
module of the tamper proofed code. 
 
5.  CONCLUSION 
 

The paper discusses about one of the 
least explored fields of computer science. 
Tamper proofing of code is the last chance 
one has to deal with software attacks. Even 
though if one purges through all the 
defences like DRM, Obfuscation, Software 
Watermarking it is always hard to break 
tamper proofing. The approaches and 
methods specified above are theoretically 
tested and have been proposed after diligent 
groundwork. The implementation of these 
methods depends on the requirement of the 
security level and the trade off between 
security and performance of the code. 
However, prolonged access to the code, 
multiple attacks with sufficient time might 
eventually break the system. But if the cost 
of breaking the code is higher than the 
efforts of the attacker then our goal is 
achieved. However, we strongly recommend 
obfuscating the code one final time after 
inserting the tamper proofed code into the 
program. This recommendation is due to the 
fact that obfuscation renders any code 

unintelligible and eventually increases the 
cost to break the code manifold times. 
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