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ABSTRACT 

 
DRM technologies are very powerful techniques which are used 
to protect the Intellectual Property of any content provider. The 
word DRM is a broad term used by the multinational companies 
to secure their content. The technique imposes many regulations 
on the way of access and usage of the media by the end users. 
This has come into active play after the inception of the 
controversial Digital Millennium Copy- right Act (DMCA) in 
the year 1998. Of late DRM technologies although were 
successful in protecting the content, they have also attracted the 
public displeasure as well. The reason for this can be contributed 
to more restrictive behavior of the implemented techniques. This 
paper aims to throw the light on public's outlook on the DRM 
techniques. A survey has been conducted with many test cases 
and constructive report has been presented in this paper. This 
paper also uncovers our perspective of implementing DRM 
technologies to code security. 

 

1.  INTRODUCTION  

 
 DRM is an acronym for Digital 
rights management. This technique is widely 
implemented by many influential Multi 
National Companies. Few of them are Sony, 
Amazon, Apple Inc, Microsoft and AOL. To 
define DRM-- Digital rights management 
(DRM) is a generic term for access control 
technologies that can be used by hardware 
manufacturers, publishers, copyright holders 
and individuals to limit the usage of digital 
content and devices. The term is used to 
describe any technology that inhibits uses of 

digital content not desired or intended by the 
content provider1.    

Software security is the prime 
domain for DRM. The concept of software 
security accommodates both the legal 
copyrights as well as technical protection 
mechanisms like encryption, authentication 
etc. In legal protection path, Copyrights are 
stringent rules and policies to which user 
agrees to protect the Intellectual Property 
(IP) of the content provider. Any breach to 
these laws lead to an unlawful charge. They 
are also many mechanisms which fall under 
legal processes to protect software. On the 
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other hand, although there are many 
technological mechanisms to protect 
software they are not suffice to protect the 
same2. So this led to the present concept of 
DRM. Chronological scenario of DRM is as 
follows. Digital Right Management (DRM) 
systems have been in existence since the 
early 1990s; their initial aim was to control 
the distribution of consumer media by 
protecting the content. Since 1998, all such 
systems are supported by the controversial 
Digital Millennium Copy- right Act 
(DMCA).3 From then on DRM has been in 
the implementation and continued to be 
controversial. 

 
This paper aims at uncovering the 

feasibility of implementing DRM approach 
to a gamut of fields like code security; 
information security etcetera. A constructive 
survey on DRM issue has been performed 
with different set of users like students, 
teaching faculty, businessmen and many 
other people from different walks of life. 
Survey has been based on four fulfilling 
metrics which helped us to comment on the 
DRM issue with confidence. 

 
The following sections of the paper 

propose a novel architecture of DRM 
technique which has been extended to code 
security. In the next section, the metrics and 
subjects used for survey have been 
demonstrated. Results from this survey 
section have been interpreted in results and 
discussion section which is followed by 
conclusion to this paper. 
 

2.  IMPLEMENTING  DRM   
     TECHNIQUE IN CODE SECURITY 

 
Throughout the history of DRM, 

right from the time it was introduced till the 

present, DRM techniques have always been 
used in the securing of digital media. So, we 
have decided to extend its scope beyond this 
and have designed a system which enables 
DRM techniques to be used in securing 
code. The basic architecture of the system is 
given below. Now in this architecture we 
speak about multiple levels of security, i.e. 
including various authentication mecha-
nisms like Knowledge-based authentication 
(KBA), Log-based authentication, Biometric 
authentication, etc. So, including a multi-tier 
security has far more benefits as the user has 
to pass through various levels of intelligent 
authentication mechanisms to be adjudged 
as an authorised user. 

 

Every application is coded in some 
specific language which in turn has many 
user interactive statements. These statements 
are a cause of concern as they are the most 
vulnerable to attacks. So, providing an 
authentication mechanism at such vulnerable 
points in a code is the underlying concept of 
DRM in code security. The DRM package as 
a whole contains of these basic modules, 
Content provider and distributor, Content, 
Content Manager, Multi-tier Security 
mechanism. As the names suggest Content 
provider and distributor module contains the 
details of the provider. Content module 
contains the code which is to be kept safe. 
Content Manager helps keep the code safe 
by using the multi-tier security mechanism 
provided. So, whenever a program or code is 
run and a user-interactive statement is 
reached, then the security mechanism is 
triggered and the user authentication is done. 
Only if the user is an authenticated user will 
he be allowed to continue execution of the 
code. Else he will be disconnected from the 
system. In the schematic diagram, the client 
is the user trying to access the code and is 
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prompted at specific instances for 
authentication. The modules in the client 
include the content receiver which receives 

data from the server when a user is 
authenticated. 

 
 

 
Figure: Schematic representation of DRM Technique in code security 

 
Now regarding the multi-tier 

security mechanisms, the above mentioned 
architecture uses a combination of 
mechanisms including Knowledge-based 
authentication (KBA), Log-based 
authentication, Biometric authentication, 
Time-based authentication, etc. Each time a 
user interactive statement is reached in the 
code a random number of random security 
mechanisms are picked from the pool 
available. So, by doing this a higher order of 
security is ensured and the element of 
surprise is maintained. So, an illegal user 
would find it difficult to enter the system. 
This is how DRM techniques are 
implemented in code security. This is indeed 
a better choice and a safer bet due to the 
extensive advantages which have already 
been discussed, like a multi-tier security, etc.  
 
3.  A MULTIDIMENSIONAL SURVEY  
     ON EFFECTS OF DRM: 
 

As said earlier, DRM systems have 
been in existence since the early 1990s; their 

initial aim was to control the distribution of 
consumer media by protecting the content. 
Due to this reason, consumers lost some of 
their physical world privileges like fair use 
or first sale. Not just the loss to these 
privileges but also there has been many 
restrictions on the usage of digital media. 
So, it is very important to have a 
comprehensive understanding of the effects 
of implementing DRM on different fields. 

 

A questionnaire based survey has 
been conducted on wide range of subjects. 
Subjects are from different walks of life, 
from students to faculty of the college, from 
software engineer to naive accountant of a 
super market, from content providers to end 
users. The subjects are considered for the 
survey in order to preserve the generality. 
The questionnaire has questions which are 
spread in different dimensions to judge the 
effects of DRM techniques. Subjects are 
supposed to mark an option for each 
multiple choice question in the 
questionnaire. There are also questions 
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pertaining to rate the current DRM technique 
on personal perception.    

The dimensions to judge the effects 
of DRM techniques are as given below. 
 
1.  Security of the content 
2.  Transparency 
3.  Effect on use 
4.  Safety perspective of user 
5.  Purpose and benefit of DRM techniques  
     currently used 

 
The need and frontiers that each 

dimension uncovers are given below. 
  
Security of the content: 
 

This is the primary concern of the 
content provider. As seen in the previous 
sections, this is root cause for implementing 
DRM techniques. This dimension helps us 
understand how useful a DRM technique is 
when it comes to securing the content. 
Basically the fortitude of DRM technique is 
targeted by comparing it with other 
techniques. 
 
Transparency 

The end users comprehension and 
content providers’ fairness on application 
DRM technique on digital media is the point 
of emphasis of this dimension. The policies 
and end user agreements should be known to 
the end users. DRM technique can hinder the 
few privileges of the end users; this 
dimension tries to explore the righteousness 
of the agreements, policies and privileges of 
the relationship between end users and 
content providers. 
 

Effect on use 
This is an important dimension to 

decide on the effect of the DRM techniques. 

This dimension is used to judge the DRM 
technique from the content providers 
security perspective as well as end user 
usability privilege. The copy laws, personal 
user agreement, support to end users 
creativity and the requirements for 
implementing the DRM technique are the 
points of emphasis here.  
 
Safety perspective of user 

This is a new dimension to be 
worked on in the future by any company 
implementing DRM technique. The 
happenings like failures of SONY BMG 
software for copy protected CD’s, Amazon’s 
Kindle DRM technique and famous Intel 
DRM failure alarms the after effects of 
failure of a DRM technique. This dimension 
is used to identify the vulnerabilities of 
DRM failure and end users knowledge about 
these kinds of vulnerabilities.  
 
Purpose and benefit of DRM techniques 
currently used 

This dimension is used to gather the 
public view of the current DRM technology. 
The end user support to the change which 
progresses to entirely new business arena is 
one of the criterions. The other criterions are 
investigating the feasibility of acceptance of 
present and DRM techniques. This 
dimension emphasis is on to learn the 
perception of the public against piracy and 
support to new technology to transform the 
current condition to a better one. 
 
4.  RESULTS  AND  DISCUSSIONS  

 

After the time bound survey using a 
questionnaire on different subjects, the 
reports and the answers have been gathered. 
These answers are carefully interpreted as a 
whole not depending upon each section of 
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subjects. The reason for this is to preserve 
generality and the effect is on all the 
subjects. The process of the survey is 
synergetic. The questionnaire is said to be 
thought provoking and helped the end users 
to know about many unseen corners of 
digital media usage. This helped the survey 
by producing matured subjects to give the 
inputs.  

The results of the survey are 
summarised as below. Subjects have 
unanimously agreed that DRM is the 
technique to secure the content. Although 
many techniques are proposed to secure the 
digital content, usage of DRM is best 
possible one. The reason is that DRM 
procedure will be carried out in different 
ways depending upon media. DRM 
techniques are robust, diversified and are 
quite specific for a specific media. As said 
earlier, the survey has taken place 
synergistically and all subjects came across 
the group policies, end user agreements of 
the media that they are using. Although not 
surprised, subjects preferred to have the 
publicity of the above discussed policies. 
Subjects preferred the media secured by 
DRM techniques and which has also the 
features which support privileges like 
FairPlay, etc. They desire the DRM 
techniques to support end users creativity 
and usability feature. Although there are few 
failures of DRM technique, Subjects agreed 
with the fact that upcoming DRM techniques 
are becoming robust and are also filling the 
space of legacy DRM techniques also.  

 

Subjects have unanimously showed 
predilection towards a new business arena 
with no piracy. They collectively were 
against plagiarized content and its loss to the 
industry. They feel a technique like DRM 
needs to be emerged and shift the current 

paradigm. With all these results and 
interpretations, this survey predicts the 
future of DRM techniques to be promising.    
 
CONCLUSION: 
 

This paper aim is to understand the 
current scenario of implementation of DRM 
techniques, their applicability in gamut of 
fields. A novel approach towards code 
security using DRM technique has also been 
proposed. A schematic methodology of the 
technique proposed has been explained in 
detailed in the paper. This paper also 
exposed new dimensions of DRM like 
customer satisfaction, usability, retention to 
the product and integrity of the genuine 
customer. Survey conducted on different 
variety of subjects has uncovered many 
unseen truths regarding DRM technique. 
There are four dimensions which this survey 
has brought into limelight. Majority of the 
results of the survey are consistent among 
different test subject when it comes to 
usability dimension. Subjects differed in 
their opinion when the topic is regarding the 
usage of pirated software. Although the 
results show that DRM technique is not 
totally welcomed by the end users, they also 
reflect the change in the attitude of the 
public towards the illegal usage of software. 
Results also show that DRM technique is a 
double edged word. If not used properly by 
the content providers and distributors they 
may lose their potential customers. They 
may also hinder the budding developers.  
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