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ABSTRACT 

 

 NTRU, a fast public key cryptosystem, has special 

features like being logically short. It is an easily created key is 

high speed and has low memory requirements. NTRU depends on 

the algebraic structure of positive the polynomial ring. Its security 

is based on the difficulty of two distinct moduli of polynomial 

arithmetic modulo, and its correctness is based on clustering 

properties of the sum of random variables. In this paper, we 

propose a new design of NTRU public key cryptosystem based on 

the polynomial ring.  

 

Keywords: NTRU cryptosystem, public key cryptography, 

modulo, polynomial ring, shortest vector problem(SVP).   

 
1. INTRODUCTION  

 
 NTRU allegedly stands for “Nth 

Degree Truncated Polynomial Ring Units” 

(or 1) - Z[X]/(X= R N
). NTRU public key 

cryptosytem is not based on factorization or 

discrete logarithmic problem. It is based on 

shortest vector problem in lattice and 

polynomial ring. It was first given by 

Hoffstein et al.
2,3

 in 1996.  In 1996, three 

mathematicians and Daniel Lieman founded 

the NTRU cryptosystem which obtain 

published in 1998
1
. Since, then NTRU 

cryptosystem has induced a number of 

technical reports
6
. However, the concept of 

NTRU cryptosystem was already recorded 

in
7
.  NTRU is a fast public key cryptosystem 
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that operates in the ring of reduced 

polynomials given by 1) - Z[X]/(XN
, where 

the domain parameter N largely determines 

the security of the system. In general N is 

chosen to be a prime number (not for 

security reasons, but because having N 

prime maximizes the probability that the 

private key has an inverse with respect to a 

specified modulus
4
). 

 Recently, Silverman
2
 has proposed 

taking O(N
2

) to make the use of Fast Fourier 

Transforms, Where the calculation of the 

product of element in the ring is easy
5
.  

 In this paper, we propose a new 

design of NTRU public key cryptosystem. 

The encryption method uses a combination 

system based on polynomial algebra and 

reduction modulo of two numbers p and q. 

Furthermore, the decryption procedure uses 

unmixing methods, whose validity depends 

on elementary probability theory. The 

security of the NTRU public key 

cryptosystem comes from the communication 

of the polynomial combination system with 

the independence of reduction modulo p and 

q.  This design uses the framework of NTRU 

Encrypt parameter sets to generate 

parameter sets for different levels of bit’s 

security. If future developments in lattice 

analysis significantly affect breaking times, 

it will be possible to calculate new 

parameter sets that give an appropriate level 

of security.  
 

A.  Description of NTRU  
 

 NTRU is based on the algebraic 

structure of positive polynomial rings. So it 

provides very fast calculation to encrypt and 

decrypt the message. NTRU only requires 

O(N
2

) for the encrypt and decrypt the 

message. It has a following domain 

parameters (notation) which is the part of 

new NTRU cryptosystem. Where n is the 

dimension of the polynomial ring, p and q is 

a positive integer define a ring Z/pZ and 

Z/qZ respectively, but we will assume that 

gcd(p, q) = 1, and q will be always 

significanty larger than p. The fd is 

distribution of the coefficient of polynomial 

f, 
gd

is distribution of the coefficient of 

polynomial g, rd is distribution of the 

coefficient of polynomial r.  

 There are some other notation are 

used in algorithm.  

f: A polynomial in 1) - Z[X]/(Xn
. 

fp, : A polynomial in 1) -X Z[X]/(p, n
. 

fq : A polynomial in 1) - X Z[X]/(q, n
.  

G:  A generating function.  

Lf: The set of polynomial in 

1) - X Z[X]/(q, n
 whose coefficients 

satisfy df .  

Lg:  The set of polynomial in 

1) - X Z[X]/(q, n
whose coefficients 

satisfy dg .  

Lr:  The set of polynomial in 

1) - X Z[X]/(q, n
whose coefficients 

satisfy dr .  

 This paper, we work in the ring

1) -  Z[X]/(x= R N
. Where Z represents the 

set of integers. An element R  F∈ will be 

written as a polynomial or a vector, 
 

∑

=

1-N

0i
1-N10ii  ].F.......... ,F ,[F = xF  = F  

We use *
 

denote multiplication in R. This 
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star multiplication is given by 
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)(mod
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Organization: The rest of this paper is 

organized as follows. Section I, introduces 

the concepts of NTRU system which will be 

useful for our cryptosystem. Section II, we 

describe Hoffstein et al.’s NTRU public key 

cryptosystem. Section III, we have proposed 

new design of NTRU public key 

cryptosystem based on polynomial algebra 

with the appropriate examples. Section IV, 

we examine the security properties of our 

proposed cryptosystem. Section V, gives 

practical implementations of NTRU using 

Mathematica 7.0. Section VI, we have given 

the conclusion about NTRU system from the 

results of the implementation.  

 

2.   BRIEF REVIEW OF JEFFREY ET  

      AL.’S NTRU PKC BASED ON  

      POLYNOMIAL RING.  

 

A. Key Generation  
 

 To create an NTRU key, Dan 

randomly choose two polynomial . L  g f,
g

∈

The polynomial f must satisfy the additional 

requirement that it have inverse modulo q 

and modulo p. We will denote these inverse 

by qF and pF , that is, 
 

 p) 1(mod   f * pF

    and   q) 1(mod    f  * qF

≡

≡

      (1)  
 

Bob next compute the quantity  
 

q) (mod g * F h q≡      (2)  

Dan’s public key is the polynomial h. Dan’s 

private key is the polynomial f although in 

practice he will also want to store pF .  

B. Encryption  

  

 Suppose that Cathy wants to send a 

message to Dan. She begins by selecting a 

message m from the set of plaintext Lm.

Next she randomly choose a polynomial 

 L Φ∈Φ and uses Dan’s public key h to 

compute  

 q) (mod m +h  * p  e ≡      (3)  

This is the encrypted message which Cathy 

transmits to Dan.  

 

C. Decryption  

  

 Suppose that Dan has received the 

message e from Cathy and wants to decrypt 

it using his private key f. Dan first computes  

q) (mod e * f  a ≡ . 

where he choose the coefficients of a(x) in 

the interval from  -q/2 to q/2.  

 
3.   THE NEW DESIGN OF NTRU      

       PUBLIC KEY CRYPTOSYSTEM  

 

 The proposed cryptosystem is 

divided into three parts: Key generation, 

Encryption, and Decryption.  

 

A. Key Generation  

 

Step 1: To create an NTRU key, Bob’s 

choose randomly two polynomial 

 L   (x) f
f

∈ and gL  g(x)∈ such that 

R x F x,F
pq

∈ satisfying, 

q) 1(mod = (x) f  (x) f -1
q⊗  
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and  

p) 1(mod = (x) f  (x) f -1
p⊗  

 

Step 2: Let  

q) (mod g(x)  (x) fq  p = h(x) -1
⊗⊗  

Public Key: h(x), p, q  

Private Key: 
-1

p (x) f , (x) f  

 

B. Encryption:  

 

 Suppose that Alice wants to send a 

message to Bob’s. She begins by selecting a 

message m(x) from the set of plaintext Lm. . 

Next she randomly choose a polynomial 

Lrr(x)∈ and Bob’s public key h(x) to 

compute.  

 q) (mod h(x)]  G[r(x) + m(x) =e(x) p⊗  

 q) (mod g(x)]  (x) fq  p  G[r(x) + m(x) = p
-1
⊗⊗⊗  

 q) (mod g(x)]  (x) f  p  G[r(x) + m(x) = p
-1

q ⊗⊗⊗  

= m(x) (mod q)        (4)  

 
This is the encrypted message which Alice 

to Bob’s.  

 

C. Decryption  

 

 Suppose that Bob’s has received the 

message e(x) from Alice and want to decrypt 

it using his private key f(x). Bob’s first 

computes  
 

q) (mode(x)  (x) f = a(x) ⊗      (5)  
 

where he choose the coefficients of a(x) in 

the interval from -q/2 to q/2. Now treating 

a(x) as a polynomial with integer 

coefficients Bob’s recovers the message by 

computing  

p) (mod a(x)  fp(x) = b(x) -1
⊗      (6)  

 
D. Implementation of Proposed Scheme  

 

 The example of new design of 

NTRU public key cryptosystem execute in 

Mathematica 7.0
8
. 

(* Program for new design of NTRU PKC *)  

(* Key Generation *)  

p = Take[3];  

Print[“p is : ”, p];  

q = Take[41];  

Print[“q is : ”, q];  

4-x +x+x+ x- x+  x:= [x] f
23456

 

Print[“f [x] is :”, f [x]];  

1 -x+ 2x - x+  x:= g[x]
2346

 

Print[“g[x] is :”, g[x]]; 

1]- [x], Power[f := c  

k := c*f[x]  

 q] Mod[k,Polynomial := k1  

 p] Mod[k,Polynomial := k
2

 

h1 :=p*c*g[x] 

h[x] := PolynomialMod[h1, q] 

Print[“h[x] is :”, h[x]]; 

(* Encryption *)  

2 -x +x+ x-  x:= r[x]
356

 

1+2x  -x+x+ x- := m[x]
235

 

*))x(eise(*  

q]; od[m[x],olynomialM P = e  

Print[“e is :”, e]; 
 

(* Decryption *) 

e * f[x]  := a1  

(* a is a(x) *) 

a = PolynomialMod[a1, q]; 

Print[“a is:”, a]; 

(* Varification *) 
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m[x] * f[x] * c := b1  

(* b is b(x) *) 

b := PolynomialMod[b1; p] 

rhs = b; 

Print[“rhs is:”, rhs]; 

lhs := PolynomialMod[m[x],p] 

Print[“lhs is:”, lhs]; 

 

After Execution of program. 
 

The Output is: 

 

p is: 3 

q is: 41 

65432
 x+  x+  x-  x+  x+ x + 4- :is f[x]  

6432  x+  x+ 2x -  x+ 1- :is g[x]  

)5 x+ 42x+ 3x+ 22x+3x+(4

)/53x+ 43x+ 36x+3x+(3 :is h[x]

 

532
40x +  x+  x+39x  + 1 :is e  

11
40x + 

10
40x + 

9
2x + 

8
 x+ 

7
38x+ 

6
39x +

 
5

9x + 
4

40x + 
3

37x + 
2

36x +9x  + 37 + 9 :is a

 

 

Verification 

 

RHS is: 
532

2x +  x+  x+ x + 1  

LHS is: 
532

2x +  x+  x+ x + 1  

 

E. Theoretical Operating Specifications. 

 

 In this section, we consider the 

theoretical operating characteristics of the 

NTRU PKCS. There are four integer 

parameters (N, p, q) three sets fL , gL , 
r

L

determined respectively by integers fd , gd , 

rd as described in Sections 2. The following 

table summarizes the NTRU PKCS 

operating characteristics in terms of these 

parameters. 
 

 

4. SECURITY ANALYSIS 

 

 We analyze the security of our 

cryptosystem as follows. The polynomial 

a(x) that Bob’s compute satisfies, 

From equations 3 and 4 we get, 

q) (mod e(x)    f(x) = a(x) ⊗  

          q) (mod m(x)  f(x) = ⊗      (7) 
 

Then we choose the coefficients of a(x) in 

the interval from –q/2 to q/2 By the fact that 

all the coefficients of m(x) f(x)⊗ may be in 

the interval –q/2 to q/2 from we almost get 
 

m(x) f(x)⊗  

 Then we can recover the message m 

by computing p) (mod a(x)   fp(x)  m -1
⊗= . 

We now verify the polynomial b(x) is equal 

to the plaintext m(x). 

From equations 1,5 and 6 we get 

a(x)  fp(x) = b(x) -1
⊗  

        m(x)  f(x)  fp(x) = -1
⊗⊗  

         p mod m(x) =  

Hence b(x) and m(x) are the same modulo p. 
 

G. Brute Force Attacks 
 

  An attacker can recover the 

private key by trying all possible  L f f∈

Plain Text Block  Encryption Speed  Decryption Speed  Private Key Length  Public Key Length  

N log2q bit  O(N 
2

) operators O(N 
2

) operators  2N log2p bit  N log2p bit  



449 B. P. Tripathi, et al., J. Comp. & Math. Sci. Vol.5 (5), 444-450 (2014) 

Journal of Computer and Mathematical Sciences Vol. 5, Issue 5, 31 October, 2014 Pages (412-481) 

and testing if h  f ⊗ mod q has small entries, 

or by trying all  L g
g

∈  and testing if 

-1h  g ⊗ mod q has small entries. Similarly, 

an attacker can recover a message by trying 

all possible  Lr 
r

∈  and testing if 

h  r -e ⊗  mod q has small entries. In 

practice, gL  will be smaller than fL , so 

key security is determined by gL# , and 

individual message security is determined by 

r
L# . Hence the security level is given by  

)d2N(

!N

!d

1
L# = Security)(Key 

gg

g
−

=

)d2N(

!N

!d

1
L# = = Security) (Message
r

−

= . 

 

5.  PRACTICAL IMPLEMENTATIONS  

     OF NTRU CRYPTOSYSTEM 
 

 In this section we present three 

distinct sets of parameters which give in four 

different level of security. 
 

A. Low Security 
 

(N, p, q) = (23, 3, 41) 

15) L(16, = L f , 10) L(10, = Lg ,  

8) L(8, = L
r

In other words, f is chosen 

with 16 1’s and  s1'-   15 (i.e., df = 16), g is 

chosen with 10 1’s and s1'- 10 , (i.e., dg = 

10), and r is chosen with 8 1’s and s1'- 8  

(i.e., d = 8). These give key and message 

sizes Private Key =73 bits, Public Key =124 

bits, and Plaintext=37 bits. 

Then (brute force attacks) security levels 

Key Security = 
14.14
2  and Message 

Security = 
15.77
2 . 

B. Moderate Security 

 

 The Moderate Security parameters 

are suitable for situations in which the nature 

value of any individual message is small, 

and in which keys will be changed with 

reasonable frequency. 

(N, p, q) = (53, 3, 71) 

40) L(40, = L f , 20) L(20, = Lg ,  

18) L(18, = L
r

 

Private Key =168 bits, Public Key =326 bits, 

and Plaintext =84 bits 

Then (brute force attacks) security levels 

Key Security= 
38.30

2  and Message  

Security=
38.97

2  

 

C. High Security 

 

(N, p, q) = (83, 3, 101) 

44) L(44, = L f , 26) L(26, = Lg ,  

22) L(22, = L r  

Private Key =263 bits, Public Key =553 bits, 

and 

Plaintext =132 bits 

Then (brute force attacks) security levels 

Key Security= 
62.23

2  

and Message Security= 
60.12

2  

 

D. Highest Security 
 

(N, p, q) = (103, 3, 251) 

54) L(55, = L f , 34) L(34, = Lg ,  

28) L(28, = L r  

 

Private Key =327 bits, Public Key =821 bits, 

and  

Plaintext =163 bits 
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Then (brute force attacks) security levels  

Key Security =
78.13

2 and  

Message Security = 
75.76

2  The parameter 

sets described in this section are summarized 

in the following table. 

 
Table1:NTRU parameters for various levels of security 

 

Level  N  p  q  df  dg  dr  Key Size(bits)  Time(second)  

Low Seurity  23  3  41  16  10  8  124  0.05 second  

Moderate Seurity  53  3  71  41  20  18  326  0.06 second  

High Seurity  83  3  101  44  26  22  553  0.06 second  

Highest Seurity  103  3  251  55  34  28  821  0.08 second  

 

6. CONCLUSION  
 

 In this paper, a new design of NTRU 

public key cryptosystem based on the 

polynomial ring has proposed. Our proposed 

scheme satisfies all security requirements 

and specially secure it from Brute Force 

Attacks. The NTRU algorithm is a public 

key encryption which is a very fast 

cryptosystem based on the polynomial rings. 

Our scheme if faster an more efficient than 

the scheme implemented in Mathematica 

7.0. The entire operations contained in these 

procedures are convolution multiplication, 

addition and modular arithmetic. The most 

capable optimization is to use a faster 

algorithm for polynomial multiplication. 

This study focused on speed of the 

operations, other factors should be 

considered such as key size, message 

expansion and perhaps most significantly the 

actual security provide by crypsosystem. 
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