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ABSTRACT 
 

Today's agent incarnations can be characterized in a number of 
ways ranging from simple distributed objects to highly organized 
software with embedded intelligence. As the sophistication of 
mobile software has increased over time, so too have the 
associated threats to security.  
Four threat categories are identified: threats stemming from an 
agent attacking an agent platform, an agent platform attacking an 
agent, an agent attacking another agent on the agent platform, 
and other entities attacking the agent system. The last category 
covers the cases of an agent attacking an agent on another agent 
platform, and of an agent platform attacking another platform, 
since these attacks are primarily focused on the communications 
capability of the platform to exploit potential vulnerabilities. The 
last category also includes more conventional attacks against the 
underlying operating system of the agent platform.  
This paper focuses on the range of threats facing the designers of 
agent platforms and the developers of agent-based applications. 
The work also identifies generic security objectives, and a range 
of measures for countering the identified threats and fulfilling 
these security objectives. 
  

INTRODUCTION  
 
Mobile agent technologies 

beginning to make its way out of research 
labs and is finding its way into many 
commercial applications areas1. The 
following section takes a look at these 
application areas and discusses relevant 
security issues for typical scenarios.  
Mobile agent-based electronic commerce 
applications have been proposed and are 

being developed for a number of diverse 
business areas, including contract 
negotiations, service brokering, auctions, 
and stock trading. For example, 
manufacturers can negotiate the delivery of 
goods and services with suppliers through 
their respective agents. The agents may need 
to access the supplier's database, transfer 
money, and negotiate terms of delivery, 
warranties, and service contracts. Mobile 



M. A. Rizvi  et al., J. Comp. & Math. Sci. Vol. 1(7), 785-792 (2010) 

Journal of Computer and Mathematical Sciences Vol. 1, Issue 7, 31 December, 2010 Pages (769-924) 

786

agents representing bidders may meet on an 
auction house's platform to engage in blind, 
straight, or Dutch auctions, each employing 
different strategies and having different 
financial constraints. 
 

   

         Mobility  
 
Figure 1.1  Degree of Mobility vs. Sensitivity of  

   Agent  
 

The level of security required for 
the application and the sensitivity of the 
mobile agent's code and data directly 
influences the degree of mobility of a 
mobile agent2. As shown in Figure 1.1, 
as the sensitivity of the agent's task 
increases, the designer of the agent may 
decrease the degree of mobility of the 
agent. The shaded vertical bar represents 
a cut-off point for the designer to decide 
which agents will be static and which 
agents will be mobile. This decision will 
be made based on the available security 
mechanisms, performance requirements, 
sensitivity of the agent's code and data, 
maximum acceptable risk, and the level 
of functionality required.  

The mobile agent is comprised of 
three elements These elements are agent 

with its properties and attributes, the 
behavior of the agent and the manner in 
which the agent communicates. In the 
following section the structure of a 
mobile agent has been more closely 
discussed. 
 
A mobile agent 
 
1. Code – the program (in a suitable 

language) the defines the agent’s 
behavior. 

2. State – the agent’s internal variables, 
etc., which enable it to resume its 
activities after moving to another host. 

3. Attributes – information describing the 
agent, its origin and owner, its 
movement history, resource 
requirements, authentication keys, ….. 
for use by the infrastructure. Part of this 
may be accessible to the agent itself, but 
the agent must not be able to modify the 
attributes. 

 
Agent Communication 
 

Agents don’t exist in isolation. They 
need to interact with execution environments 
(EEs), resources/objects, other agents or 
users to achieve their goals. The 
communication mechanisms are 
characterized : (i) type of interactions, (ii) 
type of mechanisms and (iii) the cardinality 
of the communicating partners3. We discuss 
these below: 
 

Communication  
 

Communication notifies the agent to 
handle messages incoming from other agents 
and is the primary means of inter-agent 
correspondence. Agent communication can 
be of three different types, each of which it 
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must be explicitly permitted to perform. The 
types are intraplace, interplace and 
interengine modes of communication. 
Intraplace is between agents within the same 
place. Interplace and interengine 
communication is that which takes place 
between agents in different places and 
engines, respectively.  

Messaging between agents can take 
one of three forms, Now-type, Future-type, 
and one-way type. The most common form 
is the Now-type method performed as such: 
the sender sends the message to some agents 
and ceases its execution to wait for a 
response. Once the response is received then 
the agent begins processing again. Future-
type messaging works similarly except that 
the sender does not stop processing when the 
message is sent, rather it looks for responses 
later on via a special handle. One-way-type 
messaging is simply an agent sending out a 
message and not ever looking for any 
response whatsoever, this form of messaging 
has been termed “fire-and-forget”. 

The model for agent 
communications in our infrastructure is 
based on an abstract information space, 
which is maintained by each agent server on 
behalf of the agents in its charge. The 
information space contains triples consisting 
of an item’s key (or name), an access control 
list and the item’s value. 

While the information space mainly 
serves as a means of communication among 
agents, it can also be used for 
communication between agents and the host 
system. For example, in a security-conscious 
environment, a trusted stationary agent could 
be endowed with the higher privilege 
necessary to gather some data and hand out 

summaries to visiting agents via the 
information space. 
 

 
Fig. 2.1 The Architectural Model 

 
Type of interaction  
 

A MA during its life-cycle will need 
to interact with their execution environments 
(EEs), resources, other agents and the users. 
 

• MA/EE interaction -  The MA needs to 
use the services provided by the EE like file 
services, directory services, transport 
services or any other services supported by 
the EE. Also the EE needs to interact with 
MA to control and guide its movements and 
satisfy of check it needs4. As these 
interactions are between a fixed entity (EE) 
and a roving entity-MA. Most of the 
interactions follow the client server (CS) 
model and follow direct-method invocations. 
• MA/MA interaction :  As two moving 
agents can be from different origination 
environments, the communication 
mechanisms have to be of a varied kind. The 
communicating MAs from peer-to-peer 
pattern. This forms the basic of agent 
collaboration. 
• MA/User Interaction : sometimes the 
agents are acting on behalf of a user and 
need to take instruction or report back 
results to the users. The interaction is usually 
through a GUI to the user and will include 
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all the details of human-computer 
interaction. 
 

Types of Communication Mechanisms 
A MA needing to interaction with its 
surroundings environment or other agents 
will use mechanisms, which are 
synchronous, or asynchronous5. 
 

Method Invocation:  It involves an 
object/agent calling the method of another 
object/ agent and communicating by means 
of passing parameters and accepting a return 
value. 
 

Black Board: Black board interactions 
occur via shared-data-spaces, which are 
local to each housing EEs into which the 
agents store and retrieve messages. 
 
Tuple Space: These are the extension of 
blackboard model where the information is 
stored in tuple-space and is retrieved by 
associative (or pattern-matching) 
mechanisms.  
 

Streams:  The communication taken place 
by opening a stream connection between the 
two entities. In many cases this is done by 
opening socket connections. 
 

Other communication features 
 

Additionally the communication 
structure might provide support for the 
following:  
 
Event Handling: Providing an event 
channel helps in decoupling the system and 
making it more flexible and powerful. 
 
Group Communication: It is sometimes 
desired (or required) to treat a group of 
mobile agents in a similar manner and to 
address them singularly. 

Security Threats  
Threats to security generally fall 

into three main classes i.e.z disclosure of 
information, denial of service, and 
corruption of information6. There are a 
variety of ways to examine these classes of 
threats in greater detail as they apply to 
agent systems. Here, we use the components 
of an agent system to categorize the threats 
as a way to identify the possible source and 
target of an attack. It is important to note 
that many of the threats that are discussed 
have counterparts in conventional client-
server systems and have always existed in 
some form in the past. Mobile agents simply 
offer a greater opportunity for abuse and 
misuse, broadening the scale of threats 
significantly.  

A number of models exist for 
describing agent systems however, for 
discussing security issues it is sufficient to 
use a very simple one, consisting of only 
two main components: the agent and the 
agent platform7.  

Four threat categories are identified: 
threats stemming from an agent attacking an 
agent platform, an agent platform attacking 
an agent, an agent attacking another agent on 
the agent platform, and other entities 
attacking the agent system. The last category 
covers the cases of an agent attacking an 
agent on another agent platform, and of an 
agent platform attacking another platform, 
since these attacks are primarily focused on 
the communications capability of the 
platform to exploit potential vulnerabilities. 
The last category also includes more 
conventional attacks against the underlying 
operating system of the agent platform.  
 

METHODOLOGY 
To build a Mobile Agent system an 

interpreted language has to be chosen. The 
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language has to be interpreted, because 
moving of a running object requires access 
to the global variables, or better to the 
current execution pointer and stack. The best 
way to achieve this is using a virtual 
machine, which executes the interpreter 
language. To provide this with a compiled 
language would require a lot of work and 
would be a very complicated task. Because 
the code of Mobile Agent needs to run in 
different types of computer, Mobile agent 
Technology is usually implemented with 
interpreting languages, such as Java. Having 
figured out the above system vulnerabilities, 
simple but original approach is developed to 
protect agents against attacks from malicious 
hosts, based on cryptographic techniques. 
Each host and agent in the system is required 
to posses a pair of keys for encryption and 

decryption. Therefore, each agent or host 
can encrypt or digitally sign the message 
carried by an agent and is protected. An 
agent carries confidential information that is 
revealed only while the agent is on a trusted 
host8. 

The security of the additional 
measures lies mainly on the introduction of a 
key server, the communication channel with 
the key server are secure enough and the key 
are managed properly, the prevention of 
modification of the signed message with the 
agent by a malicious host is supported by the 
security of the private key encryption 
algorithm. The time complexity for breaking 
the cryptosystem depends on the length of 
the key in number of bits. The longer the key 
is, the more secure the system would be. 

 

The flow chart of the system 3.1 is as shown below – 
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Steps: 
1. Remote interface with abstract methods 
is defined. The methods are not 
implemented in the interface; they only 
indicate that these particulars methods can 
be accessed remotely9. 
2. Abstract methods in remote interface are 
implemented in Server Program, and an 
instance of Mobile Agent is created. 
3. Registry is created an server object is 
bound and Server Program is ready to accept 
the request from client. 
4. Client program launches a request to the 
Server Program Object using Remote 
Invocation Method (RMI). 
5. Server Program creates an Agent 
Object. 
6. Authorized Client enters the name and 
password to get conneccted to remote server. 
7. Server Program verifies name and 
password with the file stored which contains 
the name and password of authorized clients. 
8. After verification of name and 
password, if name and password matches the 
Client is connected to the Remote Server, 
else the connection is refused. 
9. Server Program calculates a message 
digest (hash value) of the original message, 
and then signs this message digest (hash 
value) with the Server’s Public Key. 
10. Server Program then encrypts the 
message using public key expansion 
algorithm. 
11. Finally Server Program sends the agents 
to network. 
12. Client program receives the agent with 
encrypted message, as well as the signed 
message digest. 
13. Client program verifies the signature by 
claculating a messae digest for the received 
message. Client program uses the server 
program’ private key to decrypt the signed 

message digest that was received, and 
compass this to the independently calculated 
message digest in step 9. If the message 
digest calculated for the received message is 
the same as the decrypted value of the 
signed message digest then the receiver has 
verified that the message has not been 
altered. 
14. Client program can decrypt the message 
using the server program private key 
expansion algorithm. 
15. If the private key is sam, whichis used 
for encryption, the file can be successfully 
decrypted.  
 

Algorithm Implementation 
There are 4 java classes involved in 

implementation  of the above algorithm10. 
Filagent which is the java class that’s 
shipeed back and forth over the network. 
Note that this class does not use a remote 
interface; the class itself and its data are 
serialized andsent to the client. 

Filagentfact which is the remote 
inteface for the Agent Server class. The 
client invokes this interace, and the calls are 
passed to the server via RMI. An interface 
defines the methods that will be available in 
a class that implements it; however it does 
not actually implement anyof the methods. 
The two things that are to be noted about an 
interface are : 
• It extends the java RMI 
• The method throws a 
java.rmi.RemoteException   

The interface created for the 
program developed is filagentfact.java. It 
contains the following three methods11: 
Getdata() takes no arguments and returns an 
object of type filagent. 
Setdata() takes an argument of filagent type 
and return no methods. 
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Compute() does computing the value of the 
data. 

Filagentfactoryimpl which is the 
server side implementation class. It creates 
instances of the filagent class and sends 
them to the client on request, and also 
accepts instances of the filagent class as 
arguments and interrogates  it for changes to 
data Encrypt() method encrypts that data is 
fileusing public key using the key expansion 
algorithm. 

Filagentclient which is the clinet 
program It looks up an instance of the 
filagentfact interface on a remote server. It 
calls method getagent() to get an instance of 
the agent. So that it can call the methods of 
filagent and then sends the updated agent 
back to the server12.  

Method of filagent class are invoked 
in filagentfactoryimpl where generagekey() 
method generates a RSA signature. It first 
generates key pair then it generates a 
signature object and initializes it with public 
key. The data is updated and signed, an 
finally the signature is saved in file. And 
saves the encoded private key, create a 
signature object and initializes it with public 
key. The data is updated and verified to 
check if the signature matches13.  
 Decrpt() method is used to decrypt 
the encrypted data in the file using the same 
private key only after the signature matches 
and the private key is known otherwise the 
data can not be decrypted. 
 
Experiments and Results 

 
In order to verify the practibility of 

the algorithm, we have carried out a series of 
experimntrs. The experimental enviroment 
includes two PCs with windows 2000 
operating system. The experiment involves 
the following steps: 

• Startup RmiRegistry and 
filagentfactoryimpl on one PC 
• Start up filagentclient on another PC 
• Client progam sends the request for 
mobile agent 

Server program before sending the 
agent verify the genuiness of its identity. If 
the client is already registered, a successful 
message will be returned and if not, 
validation will be failed14. 
• After validating the genuiness of 
Client, agent is signed digitally and the 
message file is encrypted and the agent is 
finally send to the client. 
• After receiving the agent, client 
generates the digital signature to check the 
integrity of the agent. 
• Then client decrypt the message file 
with agent according to the result if it has 
returend as successful in last step otherwise 
it is not permitted to decrypt that message 
file. 

Degree of security of the algorithm 
is related to the security degree of 
encryption, message digest anddigital 
signaturealgorithm. In terms of performance, 
there is no significant difference in 
transferring agent even after using this 
security mechanism during our experiment. 
 

CONCLUSION 
Algorithm implemented in this 

series is meant to protect free roaming 
mobile agents against certain tyes of 
malicious host attacks, namely attacks on the 
integrity of data that is brought or acquired 
by  a mobile agent on its route, by applying 
the corresponding security, technologies and 
it provides certain secure basis for mobile 
agent technology. 
This approach has the following advantages: 
• It can implemented transparently for  

agent programmers by means of 
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cryptographic preprocessing and post 
processing of the agent based on a 
simple-to- understand security policy. 

• It simultenously protects the overall 
integrity of the agent during transport. 

• An agent caries confidential information 
that is revealed only while the agent is 
on a trusted host. 

• Although our approach is file-based, 
suitable abstactions for e.g. object 
oriented agent programming languages 
are easily provided. 
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